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History

27.2.98 (Version 1.0):

· AVMNW_Connection_Authenticate now handled through the password provider.

· Changed struct AVMNWPasswordProviderParameters for better support of inbound/outbound authentications.

· AVMNW_PasswordProvider_Callback can't detect timeout condition.

· Notification of password provider either by semaphore or Windows message, but not both.

· First implementation for NT/MPRI and ISDN Access Server available.

5.3.98 (Version 1.1):

· Parameters for password provider changed. Usernames and passwords now handled independly.

· Various target attributes added (short hold, masquerading, CLI security...).

· Product object added.

17.3.98 (Version 1.2)

· Parameters for password provider changed. Controller available for username providing.

3.4.98 (Version 1.3)

· Parameter eProdcutModulesRoutingRuntimeAndAdmin added.

· Functions AVMNW_Config_EnableAccessServer and AVMNW_Config_Lock_MPRI added.

29.5.98 (Version 1.4)

· Functions AVMNW_Config_Target_FindFirst/FindNext for enumeration of target objects added.

9.6.98 (Version 1.5)

· Target attribute nActiveMode added (NetWAYS/ISDN only).

27.7.98 (Version 1.51)

· Target attribute nUseIPGateway added (NetWAYS/ISDN only).

· Controller attribute bIgnoreIncomingCalls added.

9.9.98 (Version 1.52)

· IP WAN Route Objects added.

· New concepts added to support IP WAN Route Objects. The concepts will substitute the object type specific function (e.g. AVMNW_Config_Target_Create) in future versions of the API.

· Introduction of Object Types and generic creation and enumeration functions.

· Introduction of an object ID (AVMNW_Attrib_nID) to uniquely identify an object within its type.

· New Target attributes AVMNW_Attrib_szName and AVMNW_Attrib_nID

· Controller attribute bIgnoreIncomingCalls: Restriction to only one controller removed.

· IP-Masquerading supported for NetWAYS/ISDN.

17.9.98 (Version 1.53)

· Corrected type for bUsernameQuery in password provider (BOOL instead of bool).

7.10.98 (Version 1.6)

· All generic AVMNW_Config_Object... functions are supported by all object types.

· nID attribute for all objects added.

· IPXWANRoute and SAPService objects addded.

· IPXSAPFilterSet and IPXSAPFilterRule added.

· Function AVMNW_Config_Object_UseByText added.

· Some new attributes for the Controller added (NetWAYS/ISDN only).

11.2.99 (Version 1.61)

· Added attributes for Product object: Access to budgets, WAN-WAN-routing can be disabled.

· Added attributes for Target object: Access to SNMP filter and data encryption.

24.2.99 (Version 1.62)

· Added attributes for Controller object: Access to budgets (NetWAYS/ISDN).

· Added target attribute bRemoteNode.

· Changed restrictions for access to configuration when the product is running.

11.6.99 (Version 1.63)

· Corrected notes about support for NetWAYS/ISDN.

· Function AVMNW_Connection_InvalidateSessionKey() added.

· Added values for target attribute nDataEncryption to set the size of the session key.

· Added target attributes szCountryCode, szAreaCode and szProviderCode (for NetWAYS/ISDN).

27.10.00 (Version 1.64)

· Support for CAPI20Controller 17 which means PPPoE over an ethernet adapter for DSL.

· Support for B channel reservation (needed for DSL in NT/MPRI)

17.9.01 (Version 1.65)

· Support for AVM ADSL-Controller via Controller attribute bADSLController.

· Support for alternate ISDN number.

· Changed max. length of szDNSExclusivePattern.

· Support for added attributes bIPMulticastFilter, bSPXSpoofing and bWatchdogSpoofing

24.6.02 (Version 1.70)

· Support for Users und Usergroups of AVM Access Server.

· Added helper function to find an unused static IP address (AVMNW_Config_FindUnusedStaticIPAddress)

· Support for NetBIOS filter.

27.6.02 (Version 1.71)

· Support for CLIs (Access Server).

· New Product attribute  bEnableUserCLI  (Access Server)

· New User attribute szComment.

4.11.02 (Version 1.80)

· Added IPSEC password provider (Access Server).

7.11.02 (Version 1.81)

· Added IPSEC configuration objects and attributes (Access Server).

11.11.02 (Version 1.82)

· Added header and data compression attributes for target object.

20.12.02 (Version 1.83)

· Added support for IPMasqForwardSet/IPMasqForwardRule (Access Server)

· Added attribute bDontFilterNetBios for IPSecPolicy

· Added function AVMNW_Config_PutFilterRuleAfter() to adjust the order of filter rules within a filter set.

General

The AVM NW API is provided to control various AVM ISDN networking products by third party applications. The API provides functions to do a couple of things from a third party application:

· Configuration

· Product start/stop control,

· Password providing, and

· Connection control.

Terms

Product

The term product is a placeholder that stands for the specific AVM product that is controlled by this API. The supported products are

· NetWAYS/ISDN for Windows 95,

· NetWAYS/ISDN for Windows NT,

· NT/MPRI (ISDN Multiprotocol Router for Windows NT),

· ISDN Access Server for Windows NT.

· Access Server.

Note that some of the API functions will fail for an ISDN Access server without an installed NT/MPRI. It the ISDN Access Server and the NT/MPRI are installed both, both products are controlled and the API will form the union of the APIs available for the single products.

The actual product is determined by the DLL loaded at runtime. This DLL is called AVMNWAPI.DLL for all products. It knows which actual product it supports (either by hard coding or by decision at runtime).

The use of the API requires a fully installed product (e.g. rebooting after installation must have been done if required).
Product running

An AVM product controlled by this API can be in the running or in the not running state. The definition of this state depends on the actual product.

API DLL

Any process that uses this API has to load a product specific DLL where the API functions are implemented. This DLL is shipped with the product and is named AVMNWAPI.DLL.

The usage of the API is supported by a C++ header file avmnwapi.h and an import library for MS Visual C++. The header file is part of the specification, since it defines the values of constants used. 

Configuration Database

The configuration of the product is stored in the configuration database. The database consists of sets of configuration objects (called objects).

Object

An object is part of the configuration database. Every object has a type (e.g. target or controller). Within its type every single object can be uniquely identified by a key attribute (e.g. name or CAPI2.0 controller number).

Attribute

Every object type defines a set of attributes that can be configured for this object. Each attribute has a fixed datatype (e.g. Text or IPRoute).

Current object

The configuration part of the API maintains a focus on a specific object that is called the current object. Only attributes of the current object can be accessed. There can be only one current object at a time. The current object can be undefined also.

Function Overview and Assigned ordinal numbers

An ordinal number is assigned to every function of this API. This numbers can be used to import the functions of the API DLL.

General 

	AVMNW_Register
	@100

	AVMNW_Unregister
	@101


Configuration

	AVMNW_Config_Open
	@110

	AVMNW_Config_Close
	@111

	AVMNW_Config_Lock
	@112

	AVMNW_Config_Lock_MPRI
	@113

	AVMNW_Config_EnableAccessServer
	@114

	AVMNW_Config_Object_Unuse
	@120

	AVMNW_Config_Object_Delete
	@121

	AVMNW_Config_Object_UseNew
	@122

	AVMNW_Config_Object_Create
	@123

	AVMNW_Config_Object_UseByText
	@124

	AVMNW_Config_Object_UseByNumber
	@125

	AVMNW_Config_Object_FindFirst
	@126

	AVMNW_Config_Object_FindNext
	@127

	AVMNW_Config_Attribute_GetText
	@130

	AVMNW_Config_Attribute_SetText
	@131

	AVMNW_Config_Attribute_GetNumber
	@132

	AVMNW_Config_Attribute_SetNumber
	@133

	AVMNW_Config_Attribute_GetBool
	@134

	AVMNW_Config_Attribute_SetBool
	@135

	AVMNW_Config_Attribute_SetIPRoute
	@136

	AVMNW_Config_Attribute_GetIPRoute
	@137

	AVMNW_Config_FindUnusedStaticIPAddress
	@138

	AVMNW_Config_PutFilterRuleAfter
	@139


Object type specific – These functions are still supported, but shouldn’t be used any more.

	AVMNW_Config_Target_Create
	@150

	AVMNW_Config_Target_Use
	@151

	AVMNW_Config_Target_FindFirst
	@152

	AVMNW_Config_Target_FindNext
	@153

	AVMNW_Config_Controller_Create
	@180

	AVMNW_Config_Controller_Use
	@181

	AVMNW_Config_Product_Use
	@185


Module Control

	AVMNW_Module_Start
	@300

	AVMNW_Module_Stop
	@301

	AVMNW_Module_GetStatus
	@302


Password Providing

	AVMNW_PasswordProvider_Register
	@320

	AVMNW_PasswordProvider_Callback
	@321


Connection Control

	AVMNW_Connection_Authenticate
	@330

	AVMNW_Connection_InvalidateSessionKey
	@331

	
	


IPSEC Password Providing

	AVMNW_IPSecProvider_Register
	@350

	AVMNW_IPSecProvider_Callback
	@351


Functions

AVMNW_RESULT PASCAL AVMNW_Register(void *pReserved);

Parameters

	pReserved
	This parameter is reserved and should be set to NULL.


Remarks

This function have to be called by a process before all other functions of this API are allowed to be called.

More than one process may be registered at a time.

Product Specifics

NetWAYS for Windows 95 – supported

NetWAYS for Windows NT – supported 

NT/MPRI – supported

ISDN Access Server – supported

Return Value

	AVMNW_OK
	Successful registered.

	AVMNW_ERROR_FAILED
	Registering failed.

	AVMNW_ERROR_PARAM
	At least one of the input parameters is illegal.

	AVMNW_ERROR
	General error


See Also

AVMNW_Unregister

AVMNW_RESULT PASCAL AVMNW_Unregister(void);

Parameters

There are no parameters.

Remarks

This function have to be called by a process that called AVMNW_Register before the process terminates or unloads the API DLL. This is required to do cleanup tasks.

Return Value

	AVMNW_OK
	Successfully unregistered

	AVMNW_ERROR
	General error (e.g. not registered)


Product Specifics

NetWAYS for Windows 95 – supported

NetWAYS for Windows NT – supported 

NT/MPRI – supported

ISDN Access Server – supported

See Also

AVMNW_Register

AVMNW_RESULT PASCAL AVMNW_Config_Open(void);

Parameters

There is no parameter.

Remarks

This function have to be called by a process before any of the configuration functions are allowed to be called.

Only one process is allowed to open the configuration at a time.

When the product is running, access to the configuration is possible, but restricted. The remarks to the AVMNW_Config… function define these restrictions. Currently full read access is supported, but only existing target objects can be modified. These restrictions are to be interpreted as ‘something that is not restricted is guaranteed to work, but if it is restricted it may work also’. The API does no formal checks on restrictions when the product is running.

Product Specifics

NetWAYS for Windows 95 – supported

NetWAYS for Windows NT – supported 

NT/MPRI – supported

ISDN Access Server – supported

Return Value

	AVMNW_OK
	The configuration was successfully opened

	AVMNW_ERROR_BUSY
	Another process opened the configuration already

	AVMNW_ERROR_DB
	Access to the configuration database failed.

	AVMNW_ERROR
	General error (e.g. the process is not registered)


See Also

AVMNW_Config_Close

AVMNW_RESULT PASCAL AVMNW_Config_Close(void);

Parameters

There is no parameter.

Remarks

This function have to be called by a process to end any configuration operations.

When returned with AVMNW_OK, the configuration database can be opened again.

If there were any changes to the configuration while the product was running, it is required to restart the product.

NetWAYS/ISDN specific:

Changes to target objects do not require a restart of the product if it is running.  The next time a connection is established to the target the new parameters are used. 

Product Specifics

NetWAYS for Windows 95 – supported

NetWAYS for Windows NT – supported 

NT/MPRI – supported

ISDN Access Server – supported

Return Value

	AVMNW_OK
	The configuration database has been successfully closed.

	AVMNW_ERROR
	The process did not successfully call AVMNW_Config_Open before.

	AVMNW_ERROR_DB
	Access to the configuration database failed.

	AVMNW_ERROR
	General error (e.g. not registered).


See Also

AVMNW_Config_Open

AVMNW_RESULT PASCAL AVMNW_Config_Lock(BOOL bLock);

Parameters

	bLock
	Lock flag to be set.


Remarks

If bLock is TRUE the user of the product can’t modify the configuration of the product any longer.

If bLock is FALSE the user is enabled to modify the configuration of the product.

Modification is affected concerning the normal user product tools and user interfaces only. Modification of configuration is always allowed when this API is used.

It is not required to open the configuration database to use this function.

It is not allowed to call this function when the product is currently running.

Product Specifics

NetWAYS for Windows 95 – supported

NetWAYS for Windows NT – supported 

NT/MPRI – supported, see above

ISDN Access Server – supported, see above

Return Value

	AVMNW_OK
	The function succeeded.

	AVMNW_ERROR_PARAM
	At least one of the input parameters is illegal.

	AVMNW_ERROR
	General error (e.g. not registered).


See Also

AVMNW_Config_Lock_MPRI

AVMNW_Config_EnableAccessServer

AVMNW_RESULT PASCAL AVMNW_Config_Lock_MPRI (BOOL bLock);

Parameters

	bLock
	Lock flag to be set.


Remarks

If bLock is TRUE the user of the product can’t modify the configuration of the NT/MPRI product any longer.

If bLock is FALSE the user is enabled to modify the configuration of the NT/MPRI product.

Modification is affected concerning the normal user product tools and user interfaces only. Modification of configuration is always allowed when this API is used.

It is not required to open the configuration database to use this function.

It is not allowed to call this function when the product is currently running.

The general lock flag set by AVMNW_Config_Lock superseeds this function, so the general lock flag should be FALSE to see any effect from this function.

It makes sense to use this function only when the NT/MPRI and the ISDN Access Server are both installed.

Product Specifics

NetWAYS for Windows 95 – not supported

NetWAYS for Windows NT –not  supported 

NT/MPRI – supported, see above

ISDN Access Server – not supported, see above

Return Value

	AVMNW_OK
	The function succeeded.

	AVMNW_ERROR_PARAM
	At least one of the input parameters is illegal.

	AVMNW_ERROR_NOTSUPPORTED
	This function is not supported (e.g. the ISDN Access Server is not installed)

	AVMNW_ERROR
	General error (e.g. not registered).


See Also

AVMNW_Config_Lock

AVMNW_Config_EnableAccessServer

AVMNW_RESULT PASCAL AVMNW_Config_EnableAccessServer(BOOL bEnable);

Parameters

	bEnable
	Flag for enabling of the ISDN Access Server.


Remarks

If bEnable is TRUE product ISDN Access Server will be enabled.

If bEnable is FALSE the product ISDN Access Server will be disabled. The next time the product is started, the functionality of the ISDN Access (remote nodes) will not be available.

The ISDN Access Server have to be already installed (including a valid CD key).

It is not required to open the configuration database to use this function

It is not allowed to call this function when the product is currently running.

Product Specifics

NetWAYS for Windows 95 – not supported

NetWAYS for Windows NT – not supported 

NT/MPRI – not supported, see above

ISDN Access Server – supported, see above

Return Value

	AVMNW_OK
	The function succeeded.

	AVMNW_ERROR_PARAM
	At least one of the input parameters is illegal.

	AVMNW_ERROR_NOTSUPPORTED
	This function is not supported (e.g. the ISDN Access Server is not installed)

	AVMNW_ERROR
	General error (e.g. not registered).


See Also

AVMNW_Config_Lock

AVMNW_Config_Lock_MPRI

AVMNWFUNC AVMNW_Config_Object_UseNew(AVMWN_ObjectType OjectType); 

Parameters

	ObjectType
	The type of object to be created.


Remarks

A new object of the specified object type ObjectType will be created. The object will become the current object. All modified attribute values in the current object are silently discarded.

When this function returns with AVMNW_OK, the attribute values of the object can be accessed by AVMNW_Config_Attribute_Get… and AVMNW_Config_Attribute_Set….
The new object is created in a temporary pre-creation state. All attribute values are set to default values.

The pre-creation state has the following characteristics:

· The object has no valid value of the AVMNW_Attrib_nID attribute. 

· Conflicts of attribute values with other objects may exist (e.g. non unique target names).

· It can not be enumerated with ..FindFirst  …FindNext.

The promote an object from the pre-creation to a persistent state, the function AVMNW_Config_Object_Create or AVMNW_Config_Object_Unuse with TRUE should be used.

If the current object is changed (without calling AVMNW_Config_Object_Create) or by calling AVMNW_Config_Object_Unuse with FALSE the temporary object will be automatically deleted.

It is not allowed to call this function when the product is currently running.

Currently only the Object Type IPWANRoute is supported.

Return Value

	AVMNW_OK
	The current object has been set successfully.

	AVMNW_ERROR_NOTSUPPORTED
	The object type is not supported by the product or object creation of this type is not allowed (e.g. product object).

	AVMNW_ERROR_DB
	Failure to access the configuration database or to read the object.

	AVMNW_ERROR_PARAM
	At least one of the input parameters is illegal.

	AVMNW_ERROR
	General error (e.g. not registered)


Product Specifics

NetWAYS for Windows 95 –supported

NetWAYS for Windows NT – supported

NT/MPRI – supported

ISDN Access Server – supported

See Also

AVMNW_Config_Attribute_Get…

AVMNW_Config_Attribute_Set…
AVMNW_Config_Object_Unuse
AVMNWFUNC AVMNW_Config_Object_Create(/*OUT*/unsigned int *pID);

Parameters

	pID
	A memory location that will receive the ID assigned to the new persistent object.


Remarks

The current object is promoted from the pre-creation the persistent state. Attribute values are checked for confilcts with other objects of the same type and references to other objects are checked.

Finally a unique ID is assigned to the object and stored in AVMNW_Attrib_nID. The ID is returned in *pID.

The current object will be undefined. If you want to use the object again, you can call AVMNW_Config_Object_UseByNumber(ObjectType, AVMNW_Attrib_nID, nID), where ObjectType is the type of the object and nID is the ID retured in *pID.

It is not allowed to call this function when the product is currently running.

Currently only the Object Type IPWANRoute is supported.

Return Value

	AVMNW_OK
	The current object has been set successfully.

	AVMNW_ERROR_NOTSUPPORTED
	The object type is not supported by the product or object creation of this type is not allowed (e.g. product object).

	AVMNW_ERROR_DB
	Failure to access the configuration database or to read the object. For example this may happen if the product is currently running.

	AVMNW_ERROR_PARAM
	At least one of the input parameters is illegal.

	AVMNW_ERROR
	General error (e.g. not registered)


Product Specifics

NetWAYS for Windows 95 – supported

NetWAYS for Windows NT – supported

NT/MPRI – supported

ISDN Access Server – supported

See Also

AVMNW_Config_Attribute_Get…

AVMNW_Config_Attribute_Set…

AVMNW_Config_Object_UseNew
AVMNW_Config_Object_Unuse
AVMNWFUNC AVMNW_Config_Object_FindFirst(AVMWN_ObjectType OjectType , /*OUT*/unsigned int *pID);

Parameters

	ObjectType
	The type of object to be found.

	PID
	A memory location that will receive the ID of the object found.


Remarks

The function delivers the ID of the first object of the specified ObjectType. Objects are not sorted.

The API keeps an internal enumeration information that is affected by AVMNW_Config_Object_FindFirst and AVMNW_Config_Object_FindNext. The information is kept per object type, so FindFirst/FindNext can be nested for different object types.

There are no restrictions when the product is currently running.

Return Value

	AVMNW_OK
	The ID of the first object of the given type has been delivered.

	AVMNW_ERROR_NOTFOUND
	There is no object of this type.

	AVMNW_ERROR_DB
	Failure to access the configuration database or to read the target.

	AVMNW_ERROR_PARAM
	At least one of the input parameters is illegal.

	AVMNW_ERROR
	General error (e.g. not registered)


Product Specifics

NetWAYS for Windows 95 – supported

NetWAYS for Windows NT – supported

NT/MPRI – supported

ISDN Access Server – supported

See Also

AVMNW_Config_Object_FindNext

AVMNWFUNC AVMNW_Config_Object_FindNext(AVMWN_ObjectType OjectType, /*OUT*/unsigned int *pID);

Parameters

	ObjectType
	The type of object to be found.

	PID
	A memory location that will receive the ID of the object found.


Remarks

The function delivers the ID of the next object of the specified ObjectType. Objects are not sortet. 

The API keeps an internal enumeration information that is affected by AVMNW_Config_Object_FindFirst and AVMNW_Config_Object_FindNext. The information is kept per object type, so FindFirst/FindNext can be nested for different object types. 

There are no restrictions when the product is currently running.

Return Value

	AVMNW_OK
	The ID of the next object of the given type has been delivered.

	AVMNW_ERROR_NOTFOUND
	There is no more object of the given type.

	AVMNW_ERROR_DB
	Failure to access the configuration database or to read the target.

	AVMNW_ERROR_PARAM
	At least one of the input parameters is illegal.

	AVMNW_ERROR
	General error (e.g. not registered)


Product Specifics

NetWAYS for Windows 95 – supported

NetWAYS for Windows NT – supported

NT/MPRI – supported

ISDN Access Server – supported

See Also

AVMNW_Config_Target_FindFirst

AVMNWFUNC AVMNW_Config_Object_UseByText(AVMNW_ObjectType ObjectType, AVMNW_Attrib TextAttribute, char *szTextValue);

Parameters

	ObjectType
	The type of object to become the current object.

	TextAttribute
	The attribute of type text that is used to identify the object.

	SzTextValue
	The text value that is used to identify the object.


Remarks

The object of the specified ObjectType which have the attribute TextAttribute set to the value szTextValue will become the current object. All modified attribute values in the current object are silently discarded.

Only attributes of type text that are marked with “Objects can be ‘used’ by this attribute” in the object schema of the product can passed in TextAttribute.

When this function returns with AVMNW_OK, the attribute values of the object can be accessed by AVMNW_Config_Attribute_Get… and AVMNW_Config_Attribute_Set….

There are no restrictions when the product is currently running.

Return Value

	AVMNW_OK
	The current object has been set successfully.

	AVMNW_ERROR_NOTFOUND
	The object was not found.

	AVMNW_ERROR_DB
	Failure to access the configuration database or to read the target.

	AVMNW_ERROR_PARAM
	At least one of the input parameters is illegal.

	AVMNW_ERROR
	General error (e.g. not registered)


Product Specifics

NetWAYS for Windows 95 – supported

NetWAYS for Windows NT – supported 

NT/MPRI – supported

ISDN Access Server- supported

See Also

AVMNW_Config_Attribute_Get…

AVMNW_Config_Attribute_Set…
AVMNW_Config_Object_UseByNumber

AVMNW_Config_Object_Unuse
AVMNWFUNC AVMNW_Config_Object_UseByNumber(AVMNW_ObjectType ObjectType, AVMNW_Attrib NumberAttribute, unsinged int nNumberValue);

Parameters

	ObjectType
	The type of object to become the current object.

	NumberAttribute
	The attribute of type number that is used to identify the object.

	NNumberValue
	The number value that is used to identify the object.


Remarks

The object of the specified ObjectType which have the attribute NumberAttribute set to the value nNumberValue will become the current object. All modified attribute values in the current object are silently discarded.

Only attributes of type Number that are marked with “Objects can be ‘used’ by this attribute” in the configuration schema of the product can passed in NumberAttribute.

When this function returns with AVMNW_OK, the attribute values of the object can be accessed by AVMNW_Config_Attribute_Get… and AVMNW_Config_Attribute_Set….

There are no restrictions when the product is currently running.

Return Value

	AVMNW_OK
	The current object has been set successfully.

	AVMNW_ERROR_NOTFOUND
	The object was not found.

	AVMNW_ERROR_DB
	Failure to access the configuration database or to read the target.

	AVMNW_ERROR_PARAM
	At least one of the input parameters is illegal.

	AVMNW_ERROR
	General error (e.g. not registered)


Product Specifics

NetWAYS for Windows 95 – supported

NetWAYS for Windows NT – supported

NT/MPRI – supported

ISDN Access Server- supported

See Also

AVMNW_Config_Attribute_Get…

AVMNW_Config_Attribute_Set…

AVMNW_Config_Object_Unuse
AVMNW_RESULT PASCAL AVMNW_Config_Object_Delete(void);

Parameters

There are no parameters.

Remarks

Use this function to delete the current object.

If AVMNW_OK is returned, the current object will be undefined.

It is not allowed to call this function when the product is currently running.

Return Value

	AVMNW_OK
	The object have been deleted.

	AVMNW_ERROR_NOTFOUND
	The current object is not defined.

	AVMNW_ERROR_DB
	Failure to access the configuration database.

	AVMNW_ERROR_NOTSUPPORTED
	Deletion of this object is not supported by the controlled product. (e.g. NetWAYS/ISDN does not supported deletion of controller objects)

	AVMNW_ERROR
	General error (e.g. not registered)


Product Specifics

NetWAYS for Windows 95 – supported

NetWAYS for Windows NT – supported 

NT/MPRI – supported

ISDN Access Server – supported

See Also

AVMNW_Config_Target_Create

AVMNW_Config_Controller_Create

AVMNW_RESULT PASCAL AVMNW_Config_Object_Unuse(
   BOOL bCommitChanges, /*OUT*/AVMNW_Attrib *pAttribute);

Parameters

	bCommitChanges
	Defines if changed attributes of the current object should be permanently stored or discarded. Use TRUE to keep changes and FALSE to discard them.

	PAttribute
	If AVMNW_ERROR_CONFIG is returned, pAttribute will receive the attribute (id) involved in the illegal configuration.


Remarks

The attribute values of the current object are checked for an illegal value combination.

If such an illegal configuration is found, the id of an involved attribute is stored in *pAttribute and AVMNW_ERROR_CONFIG is returned. The current object is not modified.

If the configuration is ok and bCommitChanges is TRUE, all changes to attribute values are stored in the database.

The current object will be undefined (except when AVMNW_ERROR_CONFIG) is returned.

When the product is running, bCommitChanges can be TRUE for target objects only. That means no other objects support configuration changes while the product is running.

Return Value

	AVMNW_OK
	The modifications to the current object were saved to the database or were discarded.

	AVMNW_ERROR_NOTFOUND
	The current object is not defined or was not found in the database.

	AVMNW_ERROR_DB
	Failure to access the configuration database or to write the object.

	AVMNW_ERROR_CONFIG
	There is an illegal combination of two or more attributes of the current object.

	AVMNW_ERROR_PARAM
	At least one of the input parameters is illegal.

	AVMNW_ERROR
	General error (e.g. not registered).


Product Specifics

NetWAYS for Windows 95 – supported

NetWAYS for Windows NT – supported 

NT/MPRI – supported

ISDN Access Server – supported

See Also

AVMNW_Config_…_Use

AVMNW_RESULT PASCAL AVMNW_Config_Attribute_GetText(
   AVMNW_Attrib Attribute,
   /*OUT*/char szText,
   /*INOUT*/unsigned int *pnMaxSize);

Parameters

	Attribute
	Specifies the attribute. This can be any of the AVMNW_Attrib_… values that are defined for the current object.

	SzText
	A character buffer that will receive the ‘\0’ terminated text value.

	PnMaxSize
	A memory location that contains the size of szText in byte.


Remarks

This function gets the value of a text attribute of the current object.

On input, the parameter *pnMaxSize should contain the size of the szText buffer (number of characters including a terminating ‘\0’ byte). 

On return of AVMNW_OK, *pnMaxSize will contain the length of the value (including terminating ‘\0’ byte). So if it is greater than set on input, the value has been truncated.

There are no restrictions when the product is currently running.

Return Value

	AVMNW_OK
	The attribute has been retreived successfully.

	AVMNW_ERROR_NOTFOUND
	The current object is not defined.

	AVMNW_ERROR_ATTRIB
	The specified attribute is not defined for the current object or is not a text attribute.

	AVMNW_ERROR_PARAM
	At least one of the input parameters is illegal.

	AVMNW_ERROR
	General error (e.g. not registered).


Product Specifics

NetWAYS for Windows 95 – supported

NetWAYS for Windows NT – supported 

NT/MPRI – supported

ISDN Access Server- supported

See Also

AVMNW_Config_Attribute_SetText

AVMNW_RESULT PASCAL AVMNW_Config_Attribute_SetText(
   AVMNW_Attrib Attribute,
   char *szText);

Parameters

	Attribute
	Specifies the attribute. This can be any of the AVMNW_Attrib_… values that are defined for the current object.

	SzText
	A character buffer containing the ‘\0’ terminated text value.


Remarks

This function modifies the value of a text attribute of the current object.

AVMNW_Config_Object_Unuse has to be called to permanently store the attribute value in the configuration database.

There are no restrictions when the product is currently running.

Return Value

	AVMNW_OK
	The attribute have been set successfully.

	AVMNW_ERROR_NOTFOUND
	The current object is not defined.

	AVMNW_ERROR_ATTRIB
	The specified attribute is not defined for the current object or is not a text attribute.

	AVMNW_ERROR_CONFIG
	The given value is not allowed for this attribute (e.g. too many chars).

	AVMNW_ERROR_NOTSUPPORTED
	The controlled product does not support this attribute.

	AVMNW_ERROR_PARAM
	At least one of the input parameters is illegal.

	AVMNW_ERROR
	General error (e.g. not registered)


Product Specifics

NetWAYS for Windows 95 – supported

NetWAYS for Windows NT – supported 

NT/MPRI – supported

ISDN Access Server- supported

See Also

AVMNW_Config_Attribute_GetText

AVMNW_RESULT PASCAL AVMNW_Config_Attribute_GetNumber(
   AVMNW_Attrib Attribute,
   /*OUT*/ unsigned int *pNumber);

Parameters

	Attribute
	Specifies the attribute. This can be any of the AVMNW_Attrib_… values that are defined for the current object.

	PNumber
	A memory location that will receive the attribute value.


Remarks

This function gets the value of a number attribute of the current object.

There are no restrictions when the product is currently running.

Return Value

	AVMNW_OK
	The attribute value have been retrieved successfully.

	AVMNW_ERROR_NOTFOUND
	The current object is not defined.

	AVMNW_ERROR_ATTRIB
	The specified attribute is not defined for the current object or is not a number attribute.

	AVMNW_ERROR_NOTSUPPORTED
	The controlled product does not support this attribute.

	AVMNW_ERROR_PARAM
	At least one of the input parameters is illegal.

	AVMNW_ERROR
	General error (e.g. not registered).


Product Specifics

NetWAYS for Windows 95 – supported

NetWAYS for Windows NT – supported 

NT/MPRI – supported

ISDN Access Server- supported

See Also

AVMNW_Config_Attribute_SetNumber

AVMNW_RESULT PASCAL AVMNW_Config_Attribute_SetNumber(AVMNW_Attrib Attribute, unsigned int Number);

Parameters

	Attribute
	Specifies the attribute. This can be any of the AVMNW_Attrib_… values that are defined for the current object.

	Number
	The value to be assigned to the attribute.


Remarks

This function modifies the value of a number attribute of the current object.

AVMNW_Config_Object_Unuse has to be called to permanently stored the attribute value in the configuration database.

There are no restrictions when the product is currently running.

Return Value

	AVMNW_OK
	The attribute value has been set successfully.

	AVMNW_ERROR_NOTFOUND
	The current object is not defined.

	AVMNW_ERROR_ATTRIB
	The specified attribute is not defined for the current object or is not a number attribute.

	AVMNW_ERROR_CONFIG
	The given value is not allowed for this attribute.

	AVMNW_ERROR_NOTSUPPORTED
	The controlled product does not support this attribute.

	AVMNW_ERROR_PARAM
	At least one of the input parameters is illegal.

	AVMNW_ERROR
	General error (e.g. not registered).


Product Specifics

NetWAYS for Windows 95 – supported

NetWAYS for Windows NT – supported 

NT/MPRI – supported

ISDN Access Server- supported

See Also

AVMNW_Config_Attribute_GetNumber

AVMNW_RESULT PASCAL AVMNW_Config_Attribute_GetBool(
   AVMNW_Attrib Attribute,
   /*OUT*/ BOOL *pBool);

Parameters

	Attribute
	Specifies the attribute. This can be any of the AVMNW_Attrib_… values that are defined for the current object.

	PBool
	A memory location that will receive the attribute value.


Remarks

This function gets the value of a boolean attribute of the current object.

There are no restrictions when the product is currently running.

Return Value

	AVMNW_OK
	The attribute has been retrieved successfully.

	AVMNW_ERROR_NOTFOUND
	The current object is not defined.

	AVMNW_ERROR_ATTRIB
	The specified attribute is not defined for the current object or is not a boolean attribute.

	AVMNW_ERROR_NOTSUPPORTED
	The controlled product does not support this attribute.

	AVMNW_ERROR_PARAM
	At least one of the input parameters is illegal.

	AVMNW_ERROR
	General error (e.g. not registered).


Product Specifics

NetWAYS for Windows 95 – supported

NetWAYS for Windows NT – supported 

NT/MPRI – supported

ISDN Access Server- supported

See Also

AVMNW_Config_Attribute_SetBool

AVMNW_RESULT PASCAL AVMNW_Config_Attribute_SetBool(AVMNW_Attrib Attribute, BOOL Bool);

Parameters

	Attribute
	Specifies the attribute. This can be any of the AVMNW_Attrib_… values that are defined for the current object.

	Bool
	The value to be assigned to the attribute.


Remarks

This function modifies the value of a boolean attribute of the current object.

AVMNW_Config_Object_Unuse has to be called to permanently store the attribute value in the configuration database.

There are no restrictions when the product is currently running.

Return Value

	AVMNW_OK
	The attribute has been set successfully.

	AVMNW_ERROR_NOTFOUND
	The current object is not defined.

	AVMNW_ERROR_ATTRIB
	The specified attribute is not defined for the current object or is not a boolean attribute.

	AVMNW_ERROR_CONFIG
	The given value is not allowed for this attribute.

	AVMNW_ERROR_NOTSUPPORTED
	The controlled product does not support this attribute.

	AVMNW_ERROR_PARAM
	At least one of the input parameters is illegal.

	AVMNW_ERROR
	General error (e.g. not registered).


Product Specifics

NetWAYS for Windows 95 – supported

NetWAYS for Windows NT – supported 

NT/MPRI – supported

ISDN Access Server- supported

See Also

AVMNW_Config_Attribute_GetBool

AVMNW_RESULT PASCAL AVMNW_Config_Attribute_GetIPRoute(
   AVMNW_Attrib Attribute,
   /*OUT*/AVMNW_IPRoute *pIPRoute);

Parameters

	Attribute
	Specifies the attribute. This can be any of the AVMNW_Attrib_… values that are defined for the current object.

	PIPRoute
	A memory location that will receive the IPRoute attribute value.


Remarks

This function gets the value of an IPRoute attribute of the current object.

PIPRoute->nSize have to be set to sizeof(AVMNW_IPRoute) on input.

There are no restrictions when the product is currently running.

Return Value

	AVMNW_OK
	The attribute has been set successfully.

	AVMNW_ERROR_NOTFOUND
	The current object is not defined.

	AVMNW_ERROR_ATTRIB
	The specified attribute is not defined for the current object or is not an IPRoute attribute.

	AVMNW_ERROR_NOTSUPPORTED
	The controlled product does not support this attribute.

	AVMNW_ERROR_PARAM
	At least one of the input parameters is illegal.

	AVMNW_ERROR
	General error (e.g. not registered).


Product Specifics

NetWAYS for Windows 95 – supported

NetWAYS for Windows NT – supported 

NT/MPRI – supported

ISDN Access Server- supported

See Also

AVMNW_Config_Attribute_SetIPRoute

AVMNW_RESULT PASCAL AVMNW_Config_Attribute_SetIPRoute(
   AVMNW_Attrib Attribute,
   AVMNW_IPRoute *pIPRoute);

Parameters

	Attribute
	Specifies the attribute. This can be any of the AVMNW_Attrib_… values that are defined for the current object.

	PIPRoute
	The value to be assigned to the attribute.


Remarks

This function modifies the value of an IPRoute attribute of the current object.

PIPRoute->nSize have to be set to sizeof(AVMNW_IPRoute) on input.

AVMNW_Config_Object_Unuse has to be called to permanently store the attribute value in the configuration database.

There are no restrictions when the product is currently running.

Return Value

	AVMNW_OK
	The attribute has been set successfully.

	AVMNW_ERROR_NOTFOUND
	The current object is not defined.

	AVMNW_ERROR_ATTRIB
	The specified attribute is not defined for the current object or is not an IPRoute attribute.

	AVMNW_ERROR_CONFIG
	The given value is not allowed for this attribute.

	AVMNW_ERROR_NOTSUPPORTED
	The controlled product does not support this attribute

	AVMNW_ERROR_PARAM
	At least one of the input parameters is illegal.

	AVMNW_ERROR
	General error (e.g. not registered).


Product Specifics

NetWAYS for Windows 95 – supported

NetWAYS for Windows NT – supported 

NT/MPRI – supported

ISDN Access Server- supported

See Also

AVMNW_Config_Attribute_GetIPRoute

AVMNW_RESULT PASCAL AVMNW_Config_ FindUnusedStaticIPAddress(
  /*INOUT*/ AVMNW_IP_ADDRESS *pIPAddress);

Parameters

	pIPAddress
	A memory location that will receive the IP-Address.

On input, a specific IP address pool can be specified to restrict the search to this pool. Set *pIPAddress = 0 to search in all configured IP address pools.


Remarks

This helper function will search for an unused IP-Address from the reserved range of the given (or any) IP address pool.

An IP address is unused when it is neither statically assigned to a User nor to any Remote-Node-Target.

There are no restrictions when the product is currently running.

Return Value

	AVMNW_OK
	A free IP-Address has been found.

	AVMNW_ERROR_NOTFOUND
	No free IP-Adress found.

	AVMNW_ERROR_PARAM
	At least one of the input parameters is illegal.

	AVMNW_ERROR
	General error (e.g. not registered).


Product Specifics

NetWAYS for Windows 95 – not supported

NetWAYS for Windows NT – not supported 

NT/MPRI – not supported

ISDN Access Server- not supported

Access Server – supported

See Also

AVMNW_RESULT PASCAL AVMNW_Config_ PutFilterRuleAfter( AVMNW_ObjectType ObjectType,  unsigned int FilterRuleObject,  unsigned int FilterRuleAfterObject);


Parameters

	ObjectType
	Either AVMNW_ObjectType_IPXSAPFilterRule or AVMNW_ObjectType_IPFilterRule

	FilterRuleObject
	The rule to be moved within the order of rules within a rule set.

	FilterRuleAfterObject
	The rule the moved rule is positioned behind. After moving this will be the rule that is directly before the moved rule. Use 0 to make the moved rule the first rule within its ruleset. 


Remarks

The function modifies the order of filter rules within a rule set. 

The rule specified in the parameter FilterRuleObject is moved directly behind the rule specified with FilterRuleAfterObject. If the rule should become the first rule, 0 should be used for FilterRuleAfterObject.

Return Value

	AVMNW_OK
	Rule successfully moved.

	AVMNW_ERROR_PARAM
	The ObjectType is illegal.

	AVMNW_ERROR
	General error (e.g. not registered).


Product Specifics

NetWAYS for Windows 95 – not supported

NetWAYS for Windows NT – not supported 

NT/MPRI – not supported

ISDN Access Server- not supported

Access Server – supported

See Also

AVMNW_RESULT PASCAL AVMNW_Config_Target_Create(char *szName); // OUTDATED

Parameters

	szName
	The name of the target to be created.


Remarks

Use this function to create a new target. A new PPP target with the given name szName and default attributes will be created.

It is not allowed to call this function when the product is currently running.

ISDN Access Server specific:

The target created will be a LAN target and no user, so the NT/MPRI has to be installed too.

Return Value

	AVMNW_OK
	The new target has been created.

	AVMNW_ERROR_EXIST
	A target with the given name already exists.

	AVMNW_ERROR_DB
	Failure to access the configuration database or to create the new target.

	AVMNW_ERROR_NOTSUPPORTED
	The controlled product does not support target objects (e.g. ISDN Access Server without NT/MPRI).

	AVMNW_ERROR_PARAM
	At least one of the input parameters is illegal.

	AVMNW_ERROR
	General error (e.g. not registered).


Product Specifics

NetWAYS for Windows 95 – supported

NetWAYS for Windows NT – supported 

NT/MPRI – supported

ISDN Access Server- not supported, see above

See Also

AVMNW_RESULT PASCAL AVMNW_Config_Target_Use(char *szName); // OUTDATED

Parameters

	szName
	The name of the target to be used.


Remarks

The target object with the specified name szName will become the current object. All modified attribute values in the current object are silently discarded.

When this function returns with AVMNW_OK, the attribute values of the target can be accessed by AVMNW_Config_Attribute_Get… and AVMNW_Config_Attribute_Set….
There are no restrictions when the product is currently running.

ISDN Access Server specific:

This function will also allow access to internally administrated users since they share the same name space with LAN targets in the NT/MPRI.

Return Value

	AVMNW_OK
	The current object has been set successfully.

	AVMNW_ERROR_NOTFOUND
	The target was not found.

	AVMNW_ERROR_DB
	Failure to access the configuration database or to read the target.

	AVMNW_ERROR_PARAM
	At least one of the input parameters is illegal.

	AVMNW_ERROR
	General error (e.g. not registered)


Product Specifics

NetWAYS for Windows 95 – supported

NetWAYS for Windows NT – supported 

NT/MPRI – supported

ISDN Access Server- supported

See Also

AVMNW_Config_Attribute_Get…

AVMNW_Config_Attribute_Set…
AVMNW_Config_Object_Unuse
AVMNW_RESULT PASCAL AVMNW_Config_Target_FindFirst(/*OUT*/char szName, /*INOUT*/unsigned int *pnMaxSize); // OUTDATED

Parameters

	szName
	A character buffer that will receive the ‘\0’ terminated name of the first target.

	PnMaxSize
	A memory location that contains the size of szName in byte.


Remarks

The function delivers the name the first target object. Objects are not sortet. The parameters are handled like in AVMNW_Config_Attribute_GetText(). 

There are no restrictions when the product is currently running.

Return Value

	AVMNW_OK
	The name of the first target object has been delivered.

	AVMNW_ERROR_NOTFOUND
	There is no target object.

	AVMNW_ERROR_DB
	Failure to access the configuration database or to read the target.

	AVMNW_ERROR_PARAM
	At least one of the input parameters is illegal.

	AVMNW_ERROR
	General error (e.g. not registered)


Product Specifics

NetWAYS for Windows 95 – supported

NetWAYS for Windows NT – supported 

NT/MPRI – supported

ISDN Access Server- supported

See Also

AVMNW_Config_Target_FindNext

AVMNW_Config_Attribute_GetText

AVMNW_RESULT PASCAL AVMNW_Config_Target_FindNext(/*OUT*/char szName, /*INOUT*/unsigned int *pnMaxSize); // OUTDATED

Parameters

	szName
	A character buffer that will receive the ‘\0’ terminated name of the next target.

	PnMaxSize
	A memory location that contains the size of szName in byte.


Remarks

The function delivers the name the next target object. Objects are not sortet. The parameters are handled like in AVMNW_Config_Attribute_GetText().

The actual target object is determined by an API internal target enumeration information that is affected by the AVMNW_Config_Target_FindFirst() and AVMNW_Config_Target_FindNext().

There are no restrictions when the product is currently running.

Return Value

	AVMNW_OK
	The name of the next target object has been delivered.

	AVMNW_ERROR_NOTFOUND
	There is no more target object.

	AVMNW_ERROR_DB
	Failure to access the configuration database or to read the target.

	AVMNW_ERROR_PARAM
	At least one of the input parameters is illegal.

	AVMNW_ERROR
	General error (e.g. not registered)


Product Specifics

NetWAYS for Windows 95 – supported

NetWAYS for Windows NT – supported 

NT/MPRI – supported

ISDN Access Server- supported

See Also

AVMNW_Config_Target_FindFirst

AVMNW_Config_Attribute_GetText

AVMNW_RESULT PASCAL AVMNW_Config_Controller_Create(unsigned int CAPI20Controller); // OUTDATED

Parameters

	CAPI20Controller
	The CAPI 2.0 Controller Number of the controller to be created.


Remarks

Use this function to create a new controller object in the configuration database.

It is not allowed to call this function when the product is currently running.

Return Value

	AVMNW_OK
	The new controller has been created.

	AVMNW_ERROR_EXIST
	A controller with the given controller number already exists.

	AVMNW_ERROR_DB
	Failure to access the configuration database or to create the new target.

	AVMNW_ERROR_NOTSUPPORTED
	The controlled product does not support controller creation (e.g. NetWAYS/ISDN).

	AVMNW_ERROR_PARAM
	At least one of the input parameters is illegal.

	AVMNW_ERROR
	General error (e.g. not registered).


Product Specifics

NetWAYS for Windows 95 – not supported, see above
NetWAYS for Windows NT – not supported, see above

NT/MPRI – supported

ISDN Access Server- supported
See Also

AVMNW_RESULT PASCAL AVMNW_Config_Controller_Use(unsigned int CAPI20Controller); // OUTDATED

Parameters

	CAPI20Controller
	The CAPI 2.0 Controller Number of the controller to be used.


Remarks

The controller object with the specified controller number CAPI20Controller will become the current object. All modified attribute values in the current object are silently discarded.

When this function returns with AVMNW_OK, the attribute values of the controller can be accessed by AVMNW_Config_Attribute_Get… and AVMNW_Config_Attribute_Set….

There are no restrictions when the product is currently running.

Return Value

	AVMNW_OK
	The current object has been set successfully.

	AVMNW_ERROR_NOTFOUND
	The controller was not found.

	AVMNW_ERROR_DB
	Failure to access the configuration database or to read the target.

	AVMNW_ERROR_PARAM
	At least one of the input parameters is illegal.

	AVMNW_ERROR
	General error (e.g. not registered).


Product Specifics

NetWAYS for Windows 95 – supported

NetWAYS for Windows NT – supported 

NT/MPRI – supported

ISDN Access Server- supported

See Also

AVMNW_Config_Attribute_Get…

AVMNW_Config_Attribute_Set…
AVMNW_Config_Object_Unuse
AVMNW_RESULT PASCAL AVMNW_Config_Product_Use(void); // OUTDATED

Parameters

There are no parameters.

Remarks

The product object will become the current object. All modified attribute values in the current object are silently discarded.

When this function returns with AVMNW_OK, the attribute values of the product can be accessed by AVMNW_Config_Attribute_Get… and AVMNW_Config_Attribute_Set….

There are no restrictions when the product is currently running.

Return Value

	AVMNW_OK
	The current object has been set successfully.

	AVMNW_ERROR_NOTSUPPORTED
	The product object is not supported.

	AVMNW_ERROR_DB
	Failure to access the configuration database or to read the target.

	AVMNW_ERROR_PARAM
	At least one of the input parameters is illegal.

	AVMNW_ERROR
	General error (e.g. not registered).


Product Specifics

NetWAYS for Windows 95 – not supported

NetWAYS for Windows NT – not supported 

NT/MPRI – supported

ISDN Access Server- supported

See Also

AVMNW_Config_Attribute_Get…

AVMNW_Config_Attribute_Set…
AVMNW_Config_Object_Unuse
AVMNW_RESULT PASCAL AVMNW_Module_Start(
   enum AVMNWProductModules eProductModules,
   /*OUT*/HANDLE *pHandle);

Parameters

	eProductModules
	The product modules that should be started.

	PHandle
	Pointer to a memory location the will receive a HANDLE that is signaled when the product is stopped.


Remarks

This function starts the full product or a specified product option. Possible values for eProductModules are:

eProductModulesAll – The full product is started.

EProductModulesRoutingRuntime – The ‘routing module’ is started. Parts of an eventually installed ISDN Access Server that are not necessary for LAN targets or internal administrated users may not be started. Any product modules not needed at runtime (e.g. configuration and monitoring modules) may not be started.

EProductModulesRuntime – All ‘runtime modules’ are started to provide full product features. Any product modules not needed at runtime (e.g. configuration an monitoring modules) may not be started.

EProductModulesAdmin – Starts the configuration and monitoring modules.

EProductModulesRoutingRuntimeAndAdmin – Starts the ‘routing module’ together with configuration and monitoring modules.

When the function returns, it is not guaranteed that the product modules are fully initialized and will fully initialize without failure.

No process should have the configuration open when this function is called.

NetWAYS/ISDN specific:

The program NETWAYS.EXE will be executed. A loaded NetWAYS/ISDN driver without NETWAYS.EXE running is a not running product.

The NetWAYS/ISDN service available in Windows 95 and Windows NT is not affected by this function. All values of eProductModule are internally mapped to eProductModulesAll.

It makes no sense to use this function when the NetWAYS/ISDN service is used, since the service will start NETWAYS.EXE automatically.

ISDN Multiprotocol Router and ISDN Access Server specific:

All values defined above for eProductModules are supported. The following table illustrates the current use of the flags:

	eProductModules
	Service name

	
	NTMPRI
	AVMWEBS
	NTREUD
	NTREACT

	eProductModulesAll
	Started
	Started
	Started
	Started

	eProductModulesRoutingRuntime
	Started
	not started
	not started
	not started

	eProductModulesRuntime
	Started
	not started
	Started
	Started

	eProductModulesAdmin
	not started
	Started
	not started
	not started

	eProductModulesRoutingRuntimeAndAdmin
	Started
	Started
	not started
	not started


Return Value

	AVMNW_OK
	All specified product modules have been started or are already running.

	AVMNW_ERROR_FAILED
	At least one of the specified product modules is not running and could not be started.

	AVMNW_ERROR_PARAM
	At least one of the input parameters is illegal.

	AVMNW_ERROR
	General error (e.g. not registered).


Product Specifics

NetWAYS for Windows 95 – supported, see above

NetWAYS for Windows NT – supported, see above 

NT/MPRI – supported, see above

ISDN Access Server – supported, see above

See Also

AVMNW_Module_Stop

AVMNW_Module_GetStatus

AVMNW_RESULT PASCAL AVMNW_Module_Stop(
   enum AVMNWProductModules eProductModules);

Parameters

	eProductModules
	The product modules that should be stopped.


Remarks

This function stops all or part of the product modules.

When the function returns it is not guaranteed that the product modules are fully stopped and will fully stop without failure.

If the product modules are running and a object handles have been acquired by AVMNW_Module_Start(), the object will be signaled when the product module actually terminates.

NetWAYS/ISDN specific:

All values of eProductModule are internally mapped to eProductModulesAll. The NetWAYS/ISDN service available in Windows 95 and Windows NT is not affected by this function.

ISDN Multiprotocol Router and ISDN Access Server specific:

Only the specified modules are terminated.

Return Value

	AVMNW_OK
	All requested product modules are stopping or are not running.

	AVMNW_ERROR_FAILED
	At least one running product module couldn’t be stopped.

	AVMNW_ERROR_PARAM
	At least one of the input parameters is illegal.

	AVMNW_ERROR
	General error (e.g. not registered)


Product Specifics

NetWAYS for Windows 95 – supported, see above

NetWAYS for Windows NT – supported, see above 

NT/MPRI – supported, see above

ISDN Access Server – supported, see above

See Also

AVMNW_Module_Start

AVMNW_RESULT PASCAL AVMNW_Module_GetStatus(
   enum AVMNWProductModules eProductModules,
   /*OUT*/char *szVersion, /*INOUT*/unsigned int *pnVersionSize,
   /*OUT*/char *szRunInfo, /*INOUT*/unsigned int *pnRunInfoSize);

Parameters

	eProductModules
	The product module the state is requested for.


Remarks

This function delivers the running status of the requested product option. The values for eProductModules are the same as in AVMNW_Module_Start(). 

The product modules are defined to be running, when all product modules are running that would be started by AVM_Module_Start() when called with the same value for eProductModules.

If AVMNW_OK is returned, a version information will be returned in szVersion and a runtime info (to ‘be sure’ that the modules are really running) is returned in szRunInfo. The sizes pnVersionSize and pnRunInfoSize are handled like in AVMNW_Config_Attribute_GetText(). Both information are human readable strings for display purposes.

NetWAYS/ISDN specific:

All values for eProductModules are internally mapped to eProdcutModulesAll.

ISDN Multiprotocol Router and ISDN Access Server specific:

All values defined in AVM_Start() for eProductModules are supported.

Return Value

	AVMNW_OK
	The requested product modules are running.

	AVMNW_ERROR_PARTLY
	Not all of the specified product modules are running. At least one of the specified product modules is running.

	AVMNW_ERROR_NONE
	None of the specified product modules is running.

	AVMNW_ERROR_PARAM
	At least one of the input parameters is illegal.

	AVMNW_ERROR
	General error (e.g. not registered).


Product Specifics

NetWAYS for Windows 95 – supported, see above

NetWAYS for Windows NT – supported, see above 

NT/MPRI – supported, see above

ISDN Access Server – supported, see above

See Also

AVMNW_Module_Start

AVMNW_Config_Attribute_GetText

AVMNW_RESULT PASCAL AVMNW_PasswordProvider_Register(
   BOOL bRegister, 
   DWORD dwFlags,
   /*OUT*/HANDLE *phSema,
   HWND hWnd, UINT msg);

Parameters

	bRegister
	Tell if you want to register or unregister as a password provider.

	DwFlags
	Reserved for future use. Set to 0 always. 

	PhSema
	Pointer to a memory location that will receive a semaphore handle to be signaled when passwords are required. May be NULL if no semaphore required.

	HWnd
	Window handle to be posted a message when passwords are required. May be NULL.

	Msg
	Message to be posted to hWnd.


Remarks

Call this function to register as a password provider. A password provider is a software module the provides usernames and password for the AVM product. The username/password pairs will no longer be taken from the static database.

The password provider calls AVMNW_PasswordProvider_Register with bRegister = TRUE first. The function returns immediately.

If phSema or hWnd are provided in that call, the password provider will be notified every time the AVM product requires passwords. If phSema is not NULL a semaphore is signaled. If phSema is NULL and hWnd is not NULL, the message msg is posted to hWnd. 

Whenever the password provider is notified, it should call AVMNW_PasswordProvider_Callback to tell the API that is ready to provide the password now. Before this function returns, the API calls a callback function in the password provider which actually handles password delivery.

There is maximum time that may expire from notification to password delivery. The time is about 20 seconds long.

A registered password provider have to unregister using bRegister = FALSE before it terminates.

It is allowed to register as a password provider before the product is running.

The product guarantees that passwords delivered by the password provider are not stored in the file system. The password provider is called every time access to a password is required. Stored copies in memory are physically cleared as soon as possible.

Return Value

	AVMNW_OK
	The function succeeded

	AVMNW_ERROR_BUSY
	There is already another password provider registered.

	AVMNW_ERROR_PARAM
	At least one of the input parameters is illegal.

	AVMNW_ERROR
	General error (e.g. not registered).


Product Specifics

NetWAYS for Windows 95 – supported

NetWAYS for Windows NT – supported 

NT/MPRI – supported

ISDN Access Server – supported

See Also

AVMNW_PasswordProvider_Callback

AVMNW_PASSWORDCALLBACK

AVMNW_RESULT PASCAL AVMNW_PasswordProvider_Callback(
   void *pPrivate,
   AVMNW_PASSWORDCALLBACK pCallbackFunction);

Parameters

	pPrivate
	Parameter that is transparently transferred to the callback function.

	PCallbackFunction
	The callback function to be called by the API to handle password delivery.


Remarks

This function tells the API to do the callback for password delivery. The registered password provider should call this function every time it is notified from the AVM product that passwords are required.

Within this function the API will call the callback specified by the pCallbackFunction parameter. 

Since password providing is time critical, this function should be called as soon as possible after notification. Any user interaction should be avoided.

Return Value

	AVMNW_OK
	The function succeeded.

	AVMNW_ERROR_PARAM
	At least one of the input parameters is illegal.

	AVMNW_ERROR
	General error (e.g. not registered).


Product Specifics

NetWAYS for Windows 95 – supported

NetWAYS for Windows NT – supported 

NT/MPRI – supported

ISDN Access Server – supported

See Also

AVMNW_PasswordProvider_Register

AVMNW_PASSWORDCALLBACK

typedef void (PASCAL * AVMNW_PASSWORDCALLBACK)(
   void *pPrivate,
   struct AVMNWPasswordProviderParameters *pParameters );

Parameters

	pPrivate
	Parameter that is transparently transferred from AVMNW_PasswordProviderCallback.

	PParameters
	Pointer to the exchanged usernames/passwords.


Remarks

This function is implemented by the registered password provider and called by the API from within AVMNW_PasswordProviderCallback. The parameter pParameters points to the following structure: 


struct AVMNWUsernameParameters {
/*INOUT*/
char szUsernameInbound[AVMNW_MAX_USERNAME+1];
/*INOUT*/
char szUsernameOutbound[AVMNW_MAX_USERNAME+1];
};


struct AVMNWPasswordParameters {
/*IN*/

BOOL bInboundAuthentication; // FALSE: it is outbound authentication
/*INOUT*/
char szPassword[AVMNW_MAX_PASSWORD+1];
};


struct AVMNWPasswordProviderParameters {
/*IN*/

unsigned int nSize;
// sizeof(AVMNWPasswordProviderParameters)
/*IN*/

unsigned long InternalHandle; // API Internal Info – don’t modifiy
/*IN*/

char szTargetName[AVMNW_MAX_TARGETNAME+1];
/*IN*/

unsigned int nController;


/*IN*/

BOOL bUsernameQuery;



union {




struct AVMNWUsernameParameters u; // if bUsernameQuery




struct AVMNWPasswordParameters p; // if !bUsernameQuery



};
};
#pragma pack()
 

The element bUsernameQuery indicates the mode of the callback: Either username (if TRUE) or password providing (if FALSE).

The element szTargetName is the name of the target (or user object) a password or usernames are required for.

The element nController specifies the CAPI 2.0 controller number on which the connection is established.

In case of password providing the substructure p is valid:

bInboundAuthentication tells if it is an inbound or outbound authentication.

Before the callback returns it can modify the element szPassword. The product will clear the password in memory immediately after use and will call the password provider every time a password is needed.

In case of username providing the substructure u is valid:

Before the callback returns it can modify the element szUsernameInbound (used for inbound authentication) and/or szUsernameOutbound (used for outbound authentication). As long as a physical connection exists the product may keep the usernames and doesn’t have to call the password provider more than once.

Since password providing is time critical, the callback function should return as soon as possible. It should avoid to do any user interaction.

NetWAYS/ISDN specific:

From the notification to password delivery, the NetWAYS/ISDN user interface will not process any user input or windows messages. 

NT/MPRI and ISDN Access Server specific:

For incoming calls any modifications of szUsernameInbound for inbound authentication may be ignored. (The calling target is identified by the inbound username configured in the database, before the password provider is queried.)

Return Value

There is no return value.

Product Specifics

NetWAYS for Windows 95 – supported, see above

NetWAYS for Windows NT – supported, see above

NT/MPRI – supported, see above

ISDN Access Server – supported, see above

See Also

AVMNW_RESULT PASCAL AVMNW_Connection_Authenticate(
   char *szTargetName);

Parameters

	szTargetName
	Name of the target for which the connection will be authenticated.


Remarks

This function authenticates the remote peer of all existing physical connections (established LCP links) via CHAP.

If no (physical) connection exists to the remote peer specified by szTargetName, nothing is done.

It is required that the inbound authentication for the target is set to CHAP.

No indication about successful or failed authentication will be given by this function. If the authentication fails, the physical connections will be disconnected.

If there is a registered password provider, it will be called to provide the password for the inbound authentication.

NetWAYS/ISDN specific:

Only PPP targets are supported.

NT/MPRI and ISDN Access Server specific:

The szTargetName has to be a LAN target or internal administrated user.

Return Value

	AVMNW_OK
	CHAP inbound authentication will be done on all physical connections (if any).

	AVMNW_ERROR_NOTFOUND
	The given target was not found or has not set CHAP for inbound authentication.

	AVMNW_ERROR_PARAM
	At least one of the input parameters is illegal.

	AVMNW_ERROR
	General error (e.g. not registered).


Product Specifics

NetWAYS for Windows 95 – supported

NetWAYS for Windows NT – supported 

NT/MPRI – supported, see above

ISDN Access Server – supported, see above

See Also

AVMNW_RESULT PASCAL AVMNW_Connection_InvalidateSessionKey(
   char *szTargetName);

Parameters

	szTargetName
	Name of the target for which the current session key for ECP will be invalidated. If this parameter is NULL or empty, all keys for all connections are invalidated.


Remarks

This function invalidates the current ECP (encryption control protocol) session key and establishes a new one. If no target is given, the keys for all encrypted connections are  invalidated. The session key used for outgoing data is changed. To change the session keys for both directions, both sides must call this function.

If a connection is suspended at the time the function is called,  the session key will be changed when the connection is reactivated. The function call itself will not reactivate a suspended connection. For a logically disconnected connection nothing is done, since a new session key is always used when a new logical connection is established.

No indication about success or failure will be given by this function. If the change of the session key fails, the connection will be disconnected.

A registered crypt provider is used to secure the transport of the new session key.

NetWAYS/ISDN specific:

Only PPP targets are supported.

NT/MPRI and ISDN Access Server specific:

The szTargetName has to be a LAN target or internal administrated user (if not empty).

Return Value

	AVMNW_OK
	The session key will be changed.

	AVMNW_ERROR_NOTFOUND
	The given target was not found or has no data encryption configured.

	AVMNW_ERROR_PARAM
	At least one of the input parameters is illegal.

	AVMNW_ERROR
	General error (e.g. not registered).


Product Specifics

NetWAYS for Windows 95 – supported

NetWAYS for Windows NT – supported 

NT/MPRI – supported, see above

ISDN Access Server – supported, see above

See Also

AVMNW_RESULT PASCAL AVMNW_IPSecProvider_Register(
   BOOL bRegister,  DWORD dwFlags);


Parameters

	bRegister
	Tell if you want to register or unregister as an IPSEC password provider.

	PhSema
	Pointer to a memory location that will receive a semaphore handle to be signaled when IPSEC parameters are required. May be NULL if no semaphore required.


Remarks

Call this function to register as an IPSEC password provider. An IPSEC password provider is a software module the provides the preshared keys and usernames and passwords for Xauth. It is no longer required to store these parameters in the product configuration.

The IPSEC password provider should call AVMNW_IPSecProvider_Register with bRegister = TRUE first. The function returns immediately.

If phSema is provided in that call (that means not NULL), the IPSEC password provider will be notified every time the AVM product requires IPSEC passwords by signalling a semaphore.

Whenever the IPSEC password provider is notified, it should call AVMNW_IPSecProvider_Callback to tell the API that it is ready to provide the password now. Before this function returns, the API calls a callback function in the IPSEC password provider which actually handles password delivery. 

A registered IPSEC password provider have to unregister using bRegister = FALSE before it terminates.

It is allowed to register as an IPSEC password provider before the product is running.

To activate preshared key delivery through the IPSEC password provider for a specific IPSecPolicy object, the preshared key must be set to an empty string in the product configuration.

To activate Xauth parameter delivery through the IPSEC password provider for a specific IPSecPolicy object, the Xauth username and Xauth password must both be set to to an empty string in the product configuration.

The product guarantees that passwords delivered by the IPSEC password provider are not stored in the file system.

Return Value

	AVMNW_OK
	The function succeeded

	AVMNW_ERROR_BUSY
	There is already another IPSEC password provider registered.

	AVMNW_ERROR_PARAM
	At least one of the input parameters is illegal.

	AVMNW_ERROR
	General error (e.g. not registered).


Product Specifics

NetWAYS for Windows 95 – not supported

NetWAYS for Windows NT – not supported 

NT/MPRI – not supported

ISDN Access Server – not supported

Access Server – supported

See Also

AVMNW_IPSecProvider_Callback

AVMNW_IPSECCALLBACK

AVMNW_RESULT PASCAL AVMNW_IPSecProvider_Callback(
   void *pPrivate,
   AVMNW_IPSECCALLBACK pCallbackFunction);

Parameters

	pPrivate
	Parameter that is transparently transferred to the callback function.

	PCallbackFunction
	The callback function to be called by the API to handle IPSEC password delivery.


Remarks

This function tells the API to do the callback for IPSEC password delivery. The registered IPSEC password provider should call this function every time it is notified from the AVM product that IPSEC passwords are required.

Within this function the API will call the callback specified by the pCallbackFunction parameter. 

Since password providing is time critical, this function should be called as soon as possible after notification. Any user interaction should be avoided.

Return Value

	AVMNW_OK
	The function succeeded.

	AVMNW_ERROR_PARAM
	At least one of the input parameters is illegal.

	AVMNW_ERROR
	General error (e.g. not registered).


Product Specifics

NetWAYS for Windows 95 – supported

NetWAYS for Windows NT – supported 

NT/MPRI – supported

ISDN Access Server – supported

See Also

AVMNW_IPSecProvider_Register

AVMNW_IPSECCALLBACK

typedef void (PASCAL * AVMNW_IPSECCALLBACK)(
   void *pPrivate,
   struct AVMNWIPSecProviderParameters *pParameters );

Parameters

	pPrivate
	Parameter that is transparently transferred from AVMNW_IPSecProviderCallback.

	PParameters
	Pointer to the exchanged usernames/passwords.


Remarks

This function is implemented by the registered IPSEC password provider and called by the API from within AVMNW_IPSecProviderCallback. The parameter pParameters points to the following structure: 


struct AVMNWIPSecProviderParameters {

  /*IN*/

unsigned int nSize;
// sizeof(AVMNWIPSecProviderParameters)

  /*IN*/

unsigned long InternalHandle; // API Internal Info – don’t modifiy

  /*IN*/

char szName[AVMNW_MAX_IPSECNAME+1];

  /*IN*/

BOOL bXAuthQuery;
// TRUE: Xauth; FALSE: Preshared Key 

  /*OUT*/

char szUsername[AVMNW_MAX_IPSECUSERNAME+1]; // only if bXAuthQuery

  /*OUT*/

char szPassword[AVMNW_MAX_IPSECPASSWORD+1]; // Preshared Key or Password for Xauth

};

 

The element bXAuthQuery indicates the mode of the callback: Either Xauth (if TRUE) or preshared key (if FALSE).

The element szName is the name of the IPSecPolicy object a preshared key or Xauth parameters are required for.

If bXAuthQuery is FALSE:

Before the callback returns the password provider should store the IPSEC preshared key in szPassword.

If bXAuthQuery is TRUE:

Before the callback returns the password provider should store the Xauth username in szUsername and the Xauth password in szPassword.

Since IPSEC password providing is time critical, the callback function should return as soon as possible. It should avoid to do any user interaction.

Return Value

There is no return value.

Product Specifics

NetWAYS for Windows 95 – not supported

NetWAYS for Windows NT – not supported

NT/MPRI – not supported,

ISDN Access Server – not supported

Access Server – supported

See Also

Object Schema

Object Types and Attributes

The following object types are defined:

	Name
	#define
	Description

	Product
	AVMNW_ObjectType_Product
	Single instance object that hold the global product configuration

	Controller
	AVMNW_ObjectType_Controller
	Object representing an installed ISDN controller.

	Target
	AVMNW_ObjectType_Target
	Object holding target information (e.g. number to call)

	IPWANRoute
	AVMNW_ObjectType_IPWANRoute
	Static IP route associated to a target.

	IPXWANRoute
	AVMNW_ObjectType_IPXWANRoute
	Static IPX WAN route associated to a target. Note that these object can’t be controlled by the current web pages. What is called ‘IPX WAN route’ on the web pages is actually a SAPService object.

	SAPService
	AVMNW_ObjectType_SAPService
	Static SAPService (combined with a static IPX RIP route) associated to a target.

	IPXSAPFilterSet
	AVMNW_ObjectType_IPXSAPFilterSet
	A set of IPX SAP filter rules.

	IPXSAPFilterRule
	AVMNW_ObjectType_IPXSAPFilterRule
	A SAP filter rule

	Usergroup
	AVMNW_ObjectType_Usergroup
	A group of Users 

	User
	AVMNW_ObjectType_User
	A User

	CLI
	AVMNW_ObjectType_CLI
	A configured CLI

	IPSecPolicy
	AVMNW_ObjectType_IPSecPolicy
	A policy that defines the parameters for a VPN connection

	IPFilterSet
	AVMNW_ObjectType_IPFilterSet
	A set of rules that can be used for IP filtering (firewall) and VPN “access rules”

	IPFilterRule
	AVMNW_ObjectType_IPFilterRule
	A single rule of a IPFilterSet object

	IPService
	AVMNW_ObjectType_IPService
	Definition of an IP service to be used in an IPFilterRule object

	IPBinding
	AVMNW_ObjectType_IPBinding
	An object the represents the binding of the IP protocol to a LAN interface or a Target for WAN connections.

	IPMasqForwardSet
	AVMNW_ObjectType_IPMasqForwardSet
	A set of forward rules used for IP masquerading

	IPMasqForwardRule
	AVMNW_ObjectType_IPMasqForwardRule
	A single forward rule used for IP masquerading


Each object of a specific type has a defined set of attributes. Each attribute has a data type.

Attribute types

Helper definitions

	BOOL
	as defined in windows.h

	DWORD
	as defined in windows.h

	BYTE
	as defined in windows.h

	AVMNW_IP_ADDRESS
	DWORD (e.g. 0x7f000001 for 127.0.0.1)

	AVMNW_IP_MASK
	BYTE (0..32)


Attribute types

	Text
	char[], ‘\0’ terminated, single byte ASCII character set

	Number
	unsigned int (32 bit)

	Bool
	BOOL

	IPRoute
	#pragma pack(4)

struct AVMNW_IPRoute {

  unsigned int nSize; // sizeof(IPRoute)

  BOOL bActive;       // activated?

  AVMNW_IP_ADDRESS TargetIPAddress;

  AVMNW_IP_MASK    TargetIPMask;

  DWORD Metric;

};

#pragma pack()


Object types

Each attribute have a definition in avmnwapi.h with AVMNW_Attrib_ as a prefix for the attribute name (e.g. AVMNW_Attrib_szMSN for the szMSN attribute).

Product

	Attribute
	Type
	Valid Values
	Note

	nID

Objects can be ‘used’ by this attribute.
	Number
	
	The object ID. Get only.

	bCLICheck
	Bool
	
	Toggles CLI security

	szFirstCLI
	Text
	digits or * or ?,
0..23 chars
	First configured CLI (for CLI check and/or CLI-assignment to a target). Set it to an empty text to delete the CLI.

	nSAPInputFilterSetID


	Number
	
	ID of the active inbound IPX SAP Filter Set Object.

0: no active

	nSAPOutputFilterSetID
	Number
	
	ID of the active outbound IPX SAP Filter Set Object.

0: no active

	nMaxMonthlyCharge
	Number
	
	Max. allowed monthly charge in 1/1000 of configured currency. 0 means disabled maximum.

	nMaxWeeklyCharge
	Number
	
	Max. allowed weekly charge in 1/1000 of configured currency. 0 means disabled maximum.

	nMaxDailyCharge
	Number
	
	Max. allowed daily charge in 1/1000 of configured currency. 0 means disabled maximum.

	nMaxMonthlyPhysicalUpTime
	Number
	
	Max. allowed monthly physical up time in seconds. 0 means disabled maximum.

	nMaxWeeklyPhysicalUpTime
	Number
	
	Max. allowed weekly physical up time in seconds. 0 means disabled maximum.

	nMaxDailyPhysicalUpTime
	Number
	
	Max. allowed daily physical up time in seconds. 0 means disabled maximum.

	nMaxMonthlyOutgoingCalls
	Number
	
	Max. allowed monthly number of outgoing calls. 0 means disabled maximum.

	nMaxWeeklyOutgoingCalls
	Number
	
	Max. allowed weekly number of outgoing calls. 0 means disabled maximum.

	nMaxDailyOutgoingCalls
	Number
	
	Max. allowed daily number of outgoing calls. 0 means disabled maximum.

	bNoWanWanRouting
	Bool
	
	TRUE: WAN to WAN (ISDN to ISDN) routing is disabled.

FALSE: WAN to WAN (ISDN to ISDN) routing is enabled.

	bEnableUserCLI
	Bool
	
	Enables CLIs for Users.

NetWAYS/ISDN and NT/MPRI and ISDN Access Server Specific:

Attribute not supported

Attribute only supported in Access Server


Number of Objects:

	NetWAYS/ISDN
	0 (Object not supported)

	NT/MPRI
	1 (deletion/creation not supported)

	ISDN Access Server
	1 (deletion/creation not supported)

	Access Server
	1 (deletion/creation not supported)


Controller

	Attribute
	Type
	Valid Values
	Note

	nID

Objects can be ‘used’ by this attribute.
	Number
	
	The object ID. Get only.

	nCAPI20Controller

Objects can be ‘used’ by this attribute.
	Number
	1...20
	The controller number at CAPI of the ISDN- or ADSL-Controller.

Controller 17 means PPPoE over an ethernet adapter (external DSL-Modem).

For an AVM ADSL-Controller the attribute bADSLController should be set to TRUE (set below).

	szMSN
	Text
	digits,
0..23 chars
	For 1TR6 controllers this should contain the single digit EAZ.

	bPBX
	Bool
	
	Connected via a PBX?

	szOutsideLineAccess
	Text
	digits,
0..4 chars
	Dial prefix to reach sites outside the PBX (Only used if connected via a PBX.).

	nLengthOfOutsideNumbers
	Number
	
	Minimal length of numbers that will be automatically preceeded with the szOutsideLineAccess for dial out. (Only used if connected via a PBX.)

	bIgnoreIncomingCalls
	Bool
	
	If TRUE, all incoming calls on this controller are ingored. Other applications can accept data connections even if they operate with the same MSN.

	szNumber
	Text
	digits,

0..24 chars
	Own ISDN number. Used for AVM proprietary protocol and for multilink PPP (for building the Endpoint Descriminator).

NT/MPRI and ISDN Access Server Specific:

Attribute not supported

	szPBXExtension
	Text
	digits,
0..7 chars
	The own PBX extension (if connected to a PBX). Used for AVM proprietary protocol and for multilink PPP (for building the Endpoint Descriminator).

NT/MPRI and ISDN Access Server Specific:

Attribute not supported

	szAreaCode
	Text
	digits,
0..7 chars
	The own area code. Used for AVM proprietary protocol and for multilink PPP (for building the Endpoint Descriminator).

NT/MPRI and ISDN Access Server Specific:

Attribute not supported

	szCountryCode
	Text
	digits,
0..3 chars
	The own country code. Used for AVM proprietary protocol and for multilink PPP (for building the Endpoint Descriminator).

NT/MPRI and ISDN Access Server Specific:

Attribute not supported

	szIntDialPrefix
	Text
	digits,
0..4 chars
	The own international dialing prefix. Used for AVM proprietary protocol and for multilink PPP (for building the Endpoint Descriminator).

NT/MPRI and ISDN Access Server Specific:

Attribute not supported

	nRetryNumber
	Number
	
	Number of redial attempts.

NT/MPRI and ISDN Access Server Specific:

Attribute not supported

	bRetryUnlimited
	Bool
	
	Specifies unlimited redial attempts.

NT/MPRI and ISDN Access Server Specific:

Attribute not supported

	nRetryPause
	Number
	
	Pause in seconds between redial attempts.

NT/MPRI and ISDN Access Server Specific:

Attribute not supported

	bRetryCountNotAll
	Bool
	
	Specifies if redial attempts that caused no charges are counted for comparision with nRetryNumber to terminate redail.

FALSE: All redial attempts are counted.

TRUE: Only redial attempts that caused charges (that means established B-Channel) are counted as redial attempts.

NT/MPRI and ISDN Access Server Specific:

Attribute not supported

	bRetryOnConnectionerror
	Bool
	
	Specifies if NetWAYS keeps the standby state on authentication errors.

FALSE: NetWAYS will not keep the standby state on authentication errors. Manual user interaction is required to connect.

TRUE: NetWAYS keeps the standby state on authentication errors and enters a pause state before further attempts are made to get a connection. See nRetryOnConnectionerrorPause for the length of the pause.

NT/MPRI and ISDN Access Server Specific:

Attribute not supported

	nRetryOnConnectionerrorPause
	Number
	Should be a multiply of 60
	Specifies the length in seconds of the pause state after authentication errors (if bRetryOnConnectionerror is TRUE).

NT/MPRI and ISDN Access Server Specific:

Attribute not supported

	nMaxMonthlyCharge
	Number
	
	Max. allowed monthly charge in 1/1000 of configured currency. 0 means disabled maximum.

	nMaxMonthlyPhysicalUpTime
	Number
	
	Max. allowed monthly physical up time in hours. 0 means disabled maximum.

	nMaxMonthlyOutgoingCalls
	Number
	
	Max. allowed monthly number of outgoing calls. 0 means disabled maximum.

	bADSLController
	Bool
	
	Specifies if the Controller is an AVM ADSL-Controller. The API will not provide this information automatically. CAPI_GET_PROFILE may help to find an installed ADSL-Controller:

For an ADSL-Controller the PPPoE protocol is supported via CAPI. Bit 30 is set in the B2 protocol support bit field of CAPI_GET_PROFILE.

NT/MPRI and ISDN Access Server Specific:
Note that the combined AVM ISDN/ADSL-Controller is actually two controllers at CAPI-level, so two controller objects should be created at the API; one with bADSLController set to FALSE and one with bADSLController set to TRUE.


Number of Objects:

	NetWAYS/ISDN
	1 (deletion/creation not supported)

	NT/MPRI
	0…20

	ISDN Access Server
	0…20

	Access Server
	0..20


Target

	Attribute
	Type
	Valid values
	Note

	nID

Objects can be ‘used’ by this attribute.
	Number
	
	The object ID. Get only.

NetWAYS/ISDN specific:

Attribute not supported

	szName

Objects can be ‘used’ by this attribute.
	Text
	
	The name of the target. Can be set in precreation state only.

	szISDNNumber
	Text
	23
	ISDN dial string to reach the remote site.

NetWAYS/ISDN specific:

See also: szCountryCode, szAreaCode, szProviderCode

	szAlternateISDNNumber
	Text
	23
	Alternative ISDN dial string to reach the remote site.

NetWAYS/ISDN specific:

See also: szCountryCode, szAreaCode, szProviderCode

	szOutboundUsername
	Text
	47
	The szOutboundUsername (alias local system id) is used for authentication at the remote site (outbound authentication).

	szOutboundPassword
	Text
	47
	The szOutboundPassword is used in conjunction with the szOutboundUsername for authentication at the remote site (outbound authentication).

	nInboundAuthentication
	Number
	
	AVMNW_Auth_Disabled

The remote site will not be authenticated.

AVMNW_Auth_PAP

The remote site will be authenticated using PAP (clear text passwords on the line).

AVMNW_Auth_CHAP

The remote site will be authenticated using CHAP (crypted passwords on the line).

	szInboundUsername
	Text
	47
	The szInboundUsername (remote system id) is used in conjunction with the szInboundPassword for authentication of the remote site (inbound authentication). It may also be used for identification of incoming connections.

	szInboundPassword
	Text
	47
	The szInboundPassword is used in conjunction with the szInboundUsername (remote systemid) for authentication of the remote site (inbound authentication).

	bactive
	Bool
	
	This attribute actives/deactivates the a target.

NetWAYS/ISDN specific:

If TRUE, the NetWAYS/ISDN autoconnect/standby mode will be set for this target.

If FALSE, the autoconnect mode will disabled.

	nActiveMode
	Number
	
	NetWAYS/ISDN specific:

The mode of the autoactivation if bActive is TRUE:

AVMNW_ActiveMode_ConnectAtServiceStart

A connection is established when the service is started.

AVMNW_ActiveMode_StandbyAtServiceStart

The standby mode is entered when the service is started.

AVMNW_ActiveMode_ConnectAtGUIStart

A connection is established when the GUI is started.

AVMNW_ActiveMode_StandbyAtGUIStart

The standby mode is entered when the GUI is started.

	szDNSExclusivePattern
	Text
	255
	Only DNS request with names that match this pattern are send via this target. An empty text means that DNS filtering disabled.

	FirstStaticIPRoute
	IPRoute
	
	The first static IPRoute defined for the target.

NetWAYS/ISDN specific:

Attribute not supported

	nShortHoldMode
	Number
	
	AVMNW_ShortHold_Disabled

short hold deactivated

AVMNW_ShortHold_Profile

short hold via charge profile

AVMNW_ShortHold_Inactivity

short hold via fixed inactivity timeout

AVMNW_ShortHold_Selflearning

short hold based on ISDN charge infos

	nInactivityTimeout
	Number
	
	Number of Seconds for InactivityTimeout (if nShortHoldMode is set to AVMNW_ShortHold_Inactivity)

	nDisconnectMode
	Number
	
	AVMNW_Disconnect_Disabled

log. Disconnect deactivated (‘disconnect never’)

AVMNW_Disconnect_Immediately

log. Disconnect with phys. Disconnect

AVMNW_Disconnect_Timeout

log disconnect later than phys. Disconnect

	nDisconnectTimeout
	Number
	
	Number of Minutes for disconnect timeout (if nDisconnectMode is set to AVMNW_Disconnect_Timeout)

	bIPMasquerade
	Bool
	
	Toggles activation of IP-Masquerading

	IPMasqueradeAddress
	Number
	
	IP-Address to be used for IP-Masquerading (use 0.0.0.0 for dynamical assignment)

The coding is like in AVMNW_IP_ADDRESS

NetWAYS/ISDN specific:

The local IP-Address even if masquerading is disabled.

	bIPMasqueradeIncoming
	Bool
	
	Specifies if masquerading supports incoming connections in NetWAYS. BIPMasquerade must be set to TRUE.

NT/MPRI and ISDN Access Server Specific:

Attribute not supported.

	bIPActivated
	Bool
	
	Toggles activation of IP. Note that all static IP routes of this target will be deleted if IP is deactivated.

	bIPXActivated
	Bool
	
	Toggles activation of IPX

	bCLICheck
	Bool
	
	Toggles CLI check.

NT/MPRI and ISDN Access Server Specific:

Attribute not supported (use attributes of the Product Object)

	szCLI 
	Text
	23 digits
	CLI for CLI check (if bCLICheck is TRUE)

NT/MPRI and ISDN Access Server Specific:

Attribute not supported (use attributes of the Product Object)

	nUseIPGateway
	Number
	
	This attribute defines gateway usage when using dynamic IP address assignment. If a gateway is learned by the system a ‘default route’ is added for NetWAYS/ISDN.

AVMNW_UseIPGateway_WhenConnected

The gateway is learned only when connected.

AVMNW_UseIPGateway_Always

The gateway is learned even in standby mode.

AVMNW_UseIPGateway_Never

The gateway is learned never.

NT/MPRI and ISDN Access Server specific:

Attribute not supported



	bSNMPOverIPFilter
	Bool
	
	Toggles the SNMP over IP filter.

	bSNMPOverIPXFilter
	Bool
	
	Toggles the SNMP over IPX filter.

	bDataEncryption
	Number
	
	AVMNW_Encryption_Disabled

Data encryption will be disabled.

AVMNW_Encryption_Twofish

The data will be encrypted using the Twofish algorithm using key size 128 bit in ECP.

AVMNW_Encryption_Twofish_192

The data will be encrypted using the Twofish algorithm using key size 192 in ECP.

AVMNW_Encryption_Twofish_256

The data will be encrypted using the Twofish algorithm using key size 256 in ECP.



	bRemoteNode
	Bool
	
	If set to TRUE this target represents an internally administered user in the ISDN Access Server product.

If set to FALSE this target represents a LAN-LAN target of the NT/MPRI product.

This attribute is currently read only.

NetWAYS/ISDN specific:

Attribute not supported

	szCountryCode
	Text
	3 digits
	The country code of the target.

The ISDN number to reach the target can be optionally devided  into its components szCountryCode, szAreaCode, szProviderCode and szISDNNumber to make use of the location features of NetWAYS/ISDN.

NT/MPRI and ISDN Access Server Specific:

Attribute not supported

	SzAreaCode
	Text
	7 digits
	The area code of the target.

The ISDN number to reach the target can be optionally devided  into its components szCountryCode, szAreaCode, szProviderCode and szISDNNumber to make use of the location features of NetWAYS/ISDN.

NT/MPRI and ISDN Access Server Specific:

Attribute not supported

	szProviderCode
	Text
	7 digits
	The number of the ISDN provider to be used (e.g. 01033 for Deutsche Telekom when calling from Germany).

The ISDN number to reach the target can be optionally devided  into its components szCountryCode, szAreaCode, szProviderCode and szISDNNumber to make use of the location features of NetWAYS/ISDN.

NT/MPRI and ISDN Access Server Specific:

Attribute not supported

	nCAPI20Controller
	Number
	0..20
	0: No channel reseration for this target.

else: Reserve a channel on this controller for this target. Use controller 17 here for DSL connections over DSL-Modem connected via ethernet..

NetWAYS/ISDN specific:

Attribute not supported

	bIPMulticastFilter
	Bool
	
	Toggles the IP Multictast filter. 

NT/MPRI and ISDN Access Server Specific:

Attribute not supported.

	bSPXSpoofing
	Bool
	
	Toggles the SPX spoofing filter.

NT/MPRI and ISDN Access Server Specific:

Attribute not supported.

	bWatchdogSpoofing
	Bool
	
	Toggles the IPX watchdog spoofing filter.

NT/MPRI and ISDN Access Server Specific:

Attribute not supported.

	bNetbiosOverIPSpoofing
	Bool
	
	Toogles the NetBIOS over IP spoofing.

	bNetbiosOverIPOutboundFilter
	Bool
	
	Toggles the NetBIOS over IP outbound filter.

	bHeaderCompression
	Bool
	
	Toggles PPP header compression.

	bDataCompression
	Bool
	
	Toggles PPP data compression.

	nIPMasqForwardSetID
	Number
	
	Assigns an IP masquerading forward rule set to the target


Number Of Objects:

	NetWAYS/ISDN
	0...virtual unlimited

	NT/MPRI
	0..>30

	ISDN Access Server
	0

	Access Server
	0..>30


IP WAN Route

	Attribute
	Type
	Valid values
	Note

	nID

Objects can be ‘used’ by this attribute.
	Number
	
	The object ID. Get only.

	nTargetID
	Number
	
	The Target the IP WAN Route belongs to. Can be set in precreation state only.

	IPRoute


DWORD Metric;


	IPRoute
	
	The static route.


Number of Objects:

	NetWAYS/ISDN
	0 (Object not supported)

	NT/MPRI
	0..virtually unlimited

	ISDN Access Server
	0 (deletion/creation not supported)

	Access Server
	0..virtually unlimited


IPX WAN Route

Generates a static IPX route entry at runtime.

	Attribute
	Type
	Valid values
	Note

	nID 

Objects can be ‘used’ by this attribute.
	Number
	
	The object ID. Get only.

	nTargetID
	Number
	
	The Target the IP WAN Route belongs to. Can be set in precreation state only.

	IPXNetAddress
	Number
	
	The IPX net address routed for the target. (e.g. the decimal value 255 for the IPX net address ‘000000FF’)

	nHopCount
	Number
	
	The hop count.

	nTicks
	Number
	
	The ticks value.


Number of Objects:

	NetWAYS/ISDN
	0 (Object not supported)

	NT/MPRI
	0..virtually unlimited

	ISDN Access Server
	0 (deletion/creation not supported)

	Access Server
	0..virtually unlimited


SAP Service

Generates a static SAP and IPX route entry at runtime. The node address for the SAP entry is always 00000000001.

	Attribute
	Type
	Valid values
	Note

	nID 

Objects can be ‘used’ by this attribute.
	Number
	
	The object ID. Get only.

	nTargetID
	Number
	
	The Target the IP WAN Route belongs to. Can be set in precreation state only.

	IPXNetAddress
	Number
	
	The IPX net address of the SAP service. (e.g. the decimal value 255 for the IPX net address ‘000000FF’)

	nServiceType
	Number
	
	The service type (e.g. 4 for ‘File Server’)

	szServiceName
	Text
	no zero length string allowed
	The name of the service.

	nSocket
	Number
	
	The IPX socket of the service.

	nHopCount
	Number
	
	The hop count.

	nTicks
	Number
	
	The ticks value.


Number of Objects:

	NetWAYS/ISDN
	0 (Object not supported)

	NT/MPRI
	0..virtually unlimited

	ISDN Access Server
	0 (deletion/creation not supported)

	Access Server
	0..virtually unlimited


IPX SAP Filter Set

	Attribute
	Type
	Valid values
	Note

	nID

Objects can be ‘used’ by this attribute.
	Number
	
	The object ID. Get only.

	bIsInputFilter
	Bool
	
	Specifies the direction of the filter.

FALSE: It is an output filter.

TRUE: It is an input filter.

	bDefaultPolicyAccept
	Bool
	
	Specifies the default action if no filter rule matches a service:

FALSE: The service is filtered.

TRUE: The service passes the filter.


Number of Objects:

	NetWAYS/ISDN
	0 (Object not supported)

	NT/MPRI
	0..virtually unlimited

	ISDN Access Server
	0..virtually unlimited

	Access Server
	0..virtually unlimited


IPX SAP Filter Rule

	Attribute
	Type
	Valid values
	Note

	nID

Objects can be ‘used’ by this attribute.
	Number
	
	The object ID. Get only.

	nIPXSAPFilterSetID
	Number
	
	The IPX SAP Filter Set this rule belongs to. Can be set in precreation state only.

	bPolicyAccept
	Bool
	
	Specifies the action if the filter rule matches a SAP service:

FALSE: The service is filtered.

TRUE: The service passes the filter.

	szServiceName
	Text
	no zero length string allowed
	The name of the service to be filtered.

	nServiceType
	Number
	
	The type of the service to be filtered.

	nTargetID
	Number
	
	0: All Targets


Number of Objects:

	NetWAYS/ISDN
	0 (Object not supported)

	NT/MPRI
	0..virtually unlimited

	ISDN Access Server
	0..virtually unlimited

	Access Server
	0..virtually unlimited


User

	Attribute
	Type
	Valid values
	Note

	nID

Objects can be ‘used’ by this attribute.
	Number
	
	The object ID. Get only.



	szName

Objects can be ‘used’ by this attribute.
	Text
	
	The name of the user. Can be set in precreation state only.

The szName (remote system id) is used in conjunction with the szInboundPassword for authentication of the remote site (inbound authentication). It may also be used for identification of incoming connections.

	szISDNNumber
	Text
	23
	ISDN dial string to reach the remote site.



	szAlternateISDNNumber
	Text
	23
	Alternative ISDN dial string to reach the remote site.



	nUsergroupID
	Number
	
	Object ID of the usergroup of this user.

	szInboundPassword
	Text
	47
	The szInboundPassword is used in conjunction with the szName (remote system id) for authentication of the remote site (inbound authentication).

	bDisabled
	Bool
	
	This attribute actives / barres the user.

	IPAddress
	Number
	
	The static IP address assigned to the user. 0.0.0.0 for dynamic assignment.

	szComment
	Text
	254
	Just a comment text.


Number Of Objects:

	NetWAYS/ISDN
	0 (Object not supported)

	NT/MPRI
	0 (Object not supported)

	ISDN Access Server
	0 (Object not supported)

	Access Server
	0..virtually unlimited


Usergroup

	Attribute
	Type
	Valid values
	Note

	nID

Objects can be ‘used’ by this attribute.
	Number
	
	The object ID. Get only.



	szName

Objects can be ‘used’ by this attribute.
	Text
	
	The name of the usergroup. Can be set in precreation state only.

	szOutboundUsername
	Text
	47
	The szOutboundUsername (alias local system id) is used for authentication at the remote site (outbound authentication).

	szOutboundPassword
	Text
	47
	The szOutboundPassword is used in conjunction with the szOutboundUsername for authentication at the remote site (outbound authentication).

	nInboundAuthentication
	Number
	
	AVMNW_Auth_Disabled

The remote site will not be authenticated.

AVMNW_Auth_PAP

The remote site will be authenticated using PAP (clear text passwords on the line).

AVMNW_Auth_CHAP

The remote site will be authenticated using CHAP (crypted passwords on the line).

	bDisabled
	Bool
	
	This attribute activates / barres this usergroup



	bDataEncryption
	Number
	
	AVMNW_Encryption_Disabled

Data encryption will be disabled.

AVMNW_Encryption_Twofish

The data will be encrypted using the Twofish algorithm using key size 128 bit in ECP.

AVMNW_Encryption_Twofish_192

The data will be encrypted using the Twofish algorithm using key size 192 in ECP.

AVMNW_Encryption_Twofish_256

The data will be encrypted using the Twofish algorithm using key size 256 in ECP.



	nShortHoldMode
	Number
	
	AVMNW_ShortHold_Disabled

short hold deactivated

AVMNW_ShortHold_Profile

short hold via charge profile

AVMNW_ShortHold_Inactivity

short hold via fixed inactivity timeout

AVMNW_ShortHold_Selflearning

short hold based on ISDN charge infos

	nInactivityTimeout
	Number
	
	Number of Seconds for InactivityTimeout (if nShortHoldMode is set to AVMNW_ShortHold_Inactivity)

	bNetbiosOverIPSpoofing
	Bool
	
	Toogles the NetBIOS over IP spoofing.

	bNetbiosOverIPOutboundFilter
	Bool
	
	Toggles the NetBIOS over IP outbound filter.

	IPAddress
	Number
	
	The IP address subnet for dynamic address assignment.  0.0.0.0 for any net.

The subnet must also be configured as a IP address pool.

Single static IP addresses can’t be defined here.


Number Of Objects:

	NetWAYS/ISDN
	0 (Object not supported)

	NT/MPRI
	0 (Object not supported)

	ISDN Access Server
	0 (Object not supported)

	Access Server
	0..virtually unlimited


CLI

	Attribute
	Type
	Valid values
	Note

	nID

Objects can be ‘used’ by this attribute.
	Number
	
	The object ID. Get only.



	szCLI
	Text
	
	The CLI. May contain * and ? as wildcards.

	bActive
	Bool
	
	

	nTargetID
	Number
	
	Not 0: The ID of the Target the CLI belongs to.

0: The CLI is not associated to any Target.

At least one of nTargetID or nUserID (or both) must be 0.

	nUserID
	Number
	
	Not 0: The ID of the User the CLI belongs to.

0: The CLI is not associated to any User.

At least one of nTargetID or nUserID (or both) must be 0.

NOTE: bEnableUserCLI in the Product object must be set to TRUE to identify a User by a CLI.


Number Of Objects:

	NetWAYS/ISDN
	0 (Object not supported)

	NT/MPRI
	0 (Object not supported)

	ISDN Access Server
	0 (Object not supported)

	Access Server
	0..virtually unlimited


IPSecPolicy

	Attribute
	Type
	Valid values
	Note

	nID

Objects can be ‘used’ by this attribute.
	Number
	
	The object ID. Get only.



	bActive
	Bool
	
	TRUE if this IPSecPolicy is enabled.

	bTunnel
	Bool
	
	TRUE: IPSEC Tunnel Mode; FALSE: IPSEC Transport Mode

	szName
	Text
	63
	Name of the IPSecPolicy.

	LocalIPAddress
	Number
	
	Local IP address; Should be 0.0.0.0 in most cases.

	RemoteIPAddress
	Number
	
	IP address of the remote IPSEC gateway. (0.0.0.0 if szRemoteHostname is not empty)

	szRemoteHostname
	Text
	255
	Hostname of the remote IPSEC gateway.

	VirtualIPAddress
	Number
	
	Fixed virtual IP address if config mode is not used. Set to 0.0.0.0 for config mode.

	nIPFilterSetID
	Number
	
	ID of the IPFilterSet object used as “access rules” for this policy. Should be 0 for IPSEC transport mode.

	nIPBindingID
	Number
	
	The ID of the IPBinding object the Policy belongs to. If 0, the policy is used for the IP default route. 

	szIdp1local
	Text
	2+128
	IKE Phase 1 local id. The format is as follows:

  “0:”  - default/automatic

  “1:192.168.16.4”  -  id is an IP address

  “2:name“ - id is a fqdn

  “3:name” - id is a user fqdn

  “4:192.168.16.0 255.255.255.0”  - id is an IP network

  “7:192.168.16.1 192.168.16.250” – id is an IP address range

  “11:keyid” – id is a key id

	szIdp1Remote
	Text
	2+128
	IKE Phase 1 remote id. See szIdp1local for format.

	nMode
	Number
	
	IKE Phase 1 Mode

2: Main Mode  (identity protection exchange)

4: Aggressive Mode

	szPhase1ss
	Text
	63
	Security strategy name for IKE Phase 1.

This string must match a configured security strategy in the ipsec.cfg file.

	nKeyType
	Number
	
	IKE key type.

0: pre shared key

1: certifcate id

	szKey
	Text
	64
	The preshared key if nKeyType is 0; the certificate identification (file cert.cfg) if nKeyType is 1.

	szIdp2local
	Text
	2+128
	IKE Phase 2 local id. See szIdp1local for format.

	szIdp2Remote
	Text
	2+128
	IKE Phase 2 remote id. See szIdp1local for format.

	szPhase2ss
	Text
	63
	Security strategy name for IKE phase 2.

This string must match a configured security strategy in the ipsec.cfg file.

	bXAuth
	Bool
	
	TRUE if XAUTH should be used.

	szXAuthUsername
	Text
	47
	The username used for XAUTH. Must be “” to call the IPSEC password provider for XAUTH.

	szXAuthPassword
	Text
	47
	The password used for XAUTH. Must be “” to call the IPSEC password provider for XAUTH.

	bCfgMode
	Bool
	
	TRUE if config mode should be used.

	bRejectNotEncrypted
	Bool
	
	TRUE: only encrypted data is transferred. Not encrypted data is automatically filtered.

	bDontFilterNetBios
	Bool
	
	TRUE: Netbios not filtered


Number Of Objects:

	NetWAYS/ISDN
	0 (Object not supported)

	NT/MPRI
	0 (Object not supported)

	ISDN Access Server
	0 (Object not supported)

	Access Server
	0..virtually unlimited


IPBinding

	Attribute
	Type
	Valid values
	Note

	nID

Objects can be ‘used’ by this attribute.
	Number
	
	The object ID. Get only.



	bActive
	Number
	
	TRUE if the IPBinding is enabled.

	BindingType
	Number
	
	Type fo the binding. Get only.
0: LAN

1: WAN

	nTargetID
	Number
	
	The ID of the Target object this binding belongs to. Only defined if BindingType is 1 (WAN). Get only.

	IPAddress
	Number
	
	Local IP address of the LAN Interface. Only defined if BindingType is 0 (LAN). Get only.

	InputFilterSetID
	Number
	
	The ID of the IPFilterSet object used to filter incoming IP packets at the “high” level. 0 for no filtering.

	OutputFilterSetID
	Number
	
	The ID of the IPFilterSet object used to filter outgoing IP packets at the “high” level. 0 for no filtering.

	LowInputFilterSetID
	Number
	
	The ID of the IPFilterSet object used to filter incoming IP packets at the “low” level. 0 for no filtering.

	LowOutputFilterSetID
	Number
	
	The ID of the IPFilterSet object used to filter outgoing IP packets at the “low” level. 0 for no filtering.


Number Of Objects:

	NetWAYS/ISDN
	0 (Object not supported)

	NT/MPRI
	0 (Object not supported)

	ISDN Access Server
	0 (Object not supported)

	Access Server
	0..virtually unlimited


IPFilterSet

	Attribute
	Type
	Valid values
	Note

	nID

Objects can be ‘used’ by this attribute.
	Number
	
	The object ID. Get only.



	bActive
	Bool
	
	TRUE if this IPFilterSet is enabled.

	bVPN
	Bool
	
	TRUE if this a VPN filter (“access rules” for VPN). FALSE for firewall filter.

	szName
	Text
	47
	Name of the filter.

	nDefaultPolicy
	Number
	
	For firewall filter:

  0: accept

  1: deny

  2: reject

  3: disabled

For VPN “access rules” the value 1 should be used.


Number Of Objects:

	NetWAYS/ISDN
	0 (Object not supported)

	NT/MPRI
	0 (Object not supported)

	ISDN Access Server
	0 (Object not supported)

	Access Server
	0..virtually unlimited


IPFilterRule

	Attribute
	Type
	Valid values
	Note

	nID

Objects can be ‘used’ by this attribute.
	Number
	
	The object ID. Get only.



	bActive
	Bool
	
	TRUE if this IPFilterRule is enabled.

	IPFilterSetID
	Number
	
	The ID of the IPFilterSet this rule belongs to.

	Policy
	Number
	
	For firewall filter:

  0: accept

  1: deny

  2: reject

  3: disabled

For VPN “access rules”:

  0: enrypt

  1: don’t encrypt

	SrcIPAddress
	Number
	
	Source IP address of packets this filter will match.

	SrcIPMask
	Number
	
	Source IP address mask of packets this filter will match.

	DstIPAddress
	Number
	
	Destination IP address of packets this filter will match.

	DstIPMask
	Number
	
	Destination IP address mask of packets this filter will match.

	IPServiceID
	Number
	
	The ID of the IPService object. Packets must match the IPService (protocol and ports) to be mached by the filter.

	PacketLogging
	Number
	
	Logging for this rule:

0: none

1: short

2: long

3: alert


Number Of Objects:

	NetWAYS/ISDN
	0 (Object not supported)

	NT/MPRI
	0 (Object not supported)

	ISDN Access Server
	0 (Object not supported)

	Access Server
	0..virtually unlimited


IPService

	Attribute
	Type
	Valid values
	Note

	nID

Objects can be ‘used’ by this attribute.
	Number
	
	The object ID. Get only.



	szName
	Text
	47
	The name of the IP service

	SrcPortRangeStart
	Number
	
	First IP port of this service

	SrcPortRangeEnd
	Number
	
	Last IP port of this service

	DstPortRangeStart
	Number
	
	First IP destination port of this service

	DstPortRangeEnd
	Number
	
	Last IP destination port of this service

	ProtocolFlag
	Number
	
	IP protocol of this service.

0: all protcols

Least significant byte is 0: value is the IP protocol number * 256

Least significant byte is not 0:

  0x01: TCP

  0x02: UDP

  0x03: TCP or UDP

  0x04: ICMP

  0x08: IPIP

  0x10: GRE

	TCPFlag
	Number
	
	TCP flag a TCP packet must match.

0: none

1: SYN

2: ACK

	ConnectionFlag
	Number
	
	Statefull inspection firewall flags. The term ‘connection’ here means connection at IP level (TCP or UDP).

0: normal  -  connection does not matter

1: outgoing  -  only matches packets that belongs to outgoing connections

2: outgoing related  -  same as outgoing, but includes all data connections that are related to an outgoing control connection (e.g. FTP data)

3: incoming  -  only matches packets that belongs to incoming connections

4: incoming related  -  same as incoming, but includes all data connections that are related to an incoming control connection


Number Of Objects:

	NetWAYS/ISDN
	0 (Object not supported)

	NT/MPRI
	0 (Object not supported)

	ISDN Access Server
	0 (Object not supported)

	Access Server
	0..virtually unlimited


IPMasqForwardSet

	Attribute
	Type
	Valid values
	Note

	nID

Objects can be ‘used’ by this attribute.
	Number
	
	The object ID. Get only.



	bActive
	Bool
	
	TRUE if this IPMasqForwardSet is enabled.

	szName
	Text
	
	Name of the forward set.


Number Of Objects:

	NetWAYS/ISDN
	0 (Object not supported)

	NT/MPRI
	0 (Object not supported)

	ISDN Access Server
	0 (Object not supported)

	Access Server
	0..virtually unlimited


IPMasqForwardRule

	Attribute
	Type
	Valid values
	Note

	nID

Objects can be ‘used’ by this attribute.
	Number
	
	The object ID. Get only.



	bActive
	Bool
	
	TRUE if this IPMasqForwardRule is enabled.

	IPMasqForwardSetID
	Number
	
	The ID of the IPMasqForwardSet this rule belongs to.

	MasqProtocol
	Number
	
	The protocol that is forwarded with this rule

  0: TPC

  1: UDP

  2: any

  3: GRE

	CalledIPAddress
	Number
	
	IP address addressed from the outside.

	CalledPort
	Number
	
	IP port addressed from the outside.

	ForwardIPAddress
	Number
	
	IP address packets are forwarded to.

	ForwardPort
	Number
	
	IP port packets are forwarded to.

	nPriority
	Number
	
	Priority


Number Of Objects:

	NetWAYS/ISDN
	0 (Object not supported)

	NT/MPRI
	0 (Object not supported)

	ISDN Access Server
	0 (Object not supported)

	Access Server
	0..virtually unlimited








- 2 -

